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We are delighted to bring you redesigned POSitivity maga-
zine, focused on topics specific for the European payment 
acceptance audience. As of this Issue of POSitivity magazine 
you will find the relevant content generated mostly by pay-
ment acceptance professionals. 

Our mission is to keep you up-to-date with the latest Eu-
ropean Payment Industry Announcements, trends through 
news, opinion and educational content.

The “key topic ” of this POSitivity magazine is dedicated 
to Blockchain technology.  

Countless innovations within the merchant payments ac-
ceptance for past decade can measure no other part of the 
financial services. However, none of these developments 
have changed the core operating model of the payments 
industry -The three/four party card distribution model. With 
cryptocurrencies like bitcoin is the first time that the cards 
industry is looking at a disruptive technology that may 
change core fundamentals and reset the industry as never 

Be the premier information resource for executives and 
influencers in the European merchant payment accep-
tance.

Positivity magazine delivers information and insights 
mostly from the European merchant payments. You can 
find the list of key topics to be covered in 2015-2016 is-

Dear merchant
payments acceptance

professionals

Editorial mission

before. It is important to understand the underlying tech-
nology called the blockchain, which is looking to be a game 
changer and has the potential to transform financial ser-
vices. What needs to be done to implement the Blockchain 
technology outside the world of cryptocurrencies? Will it be 
disruptive enough to raise the adoption? This remains to be 
seen in the future.

We believe that inputs we collected for new POSitivity will 
bring an inspiration back to your business. 

Kind regards,
Ondrej Dorcik

sues in the editorial calendar on the following page. 

New sections of the Positivity Magazine includes:
• Overview of Key topics as covered in recent news, 

social medias, etc. 
• Expert Insights - section providing independent 

opinion about recent announcements, industry 
news

• Interviews with industry movers and shakers
• Statistics & forecasts relevant for Key topics covered 

in the Issue
• Infographics relevant for Key topics covered in the 

Issue

We concentrate on helping individuals and businesses to 
navigate the increasing and ever-changing ecosystem of 
European merchant payments

You can send us your press releases, news & suggestions 
to ondrej.dorcik@empiriagroup.eu

mailto:ondrej.dorcik%40empiriagroup.eu?subject=
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Key topic - overview

cation, and these fees may become 
necessary to receive rapid confirma-
tion in the future.  source it claims to 
be. Processors are held to standards 
and regulations organized by credit 
card associations. These standards in-
clude rules regarding fraud, charge-
backs, and identity theft.

“Mining” is also the term used to de-
scribe the process for new blocks of 
coins to be found and added to the 
chain. The miners’ node computers 
solve increasingly complex calcula-
tions. The resulting “proof of work” for 
successful solutions, and the crypto-
graphic hash, establish the new block 
of coins and are added to the block-
chain. The computational power and 
energy required for these proofs will 
also continue to increase as the sys-
tem expands, and miners may seek 
compensation for their verification 

services.
Finally, while the blockchain is most 
often referred to in the context of the 
Bitcoin platform, it is not technically 
dependent upon it. Other applica-
tions can, and have, incorporated the 
technology. 
This innovation has potentially sig-
nificant implications for companies in 
the payments space, including those 
involved in money transfer and credit 
card transactions, as well as for trade, 
commerce, and the financial system 
as a whole. 

Source: The Internet of Finance

When you make an online or in-store 
purchase, it may seem like you’re 
only waiting a few moments for the 
transaction to load, but a lot of work 
goes into processinBlockchain is 
widely recognized as a foundational 
technology and the key disruptive 
innovation in the Bitcoin protocol. It 
is a cryptographically authenticated 
record of bitcoin transactions that 
offers confirmation of ownership 
for each bitcoin at any given time. 
Furthermore, the blockchain allows 
each bitcoin to be identifiable by 
its unique transaction history. Us-
ers maintain this distributed system 
through a process called “mining” 
whereby multiple node computers 
validate transactions by verifying the 
cryptographic hashes and transac-
tion records which identify the block 
and coin. Payees can offer transaction 
fees to “miners” to incentivize verifi-

What is a Blockchain?
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report  //  Blockchain and financial services 8
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The “Buyer” agrees to a transaction 
and transmits to the network 
a transaction message including details 
of the  “Seller”, the value of the 
transaction and a unique digital signature 
(code) that proves the authenticity 
of the message.  

The nodes (computer / users) 
of the network receive the message 
and authenticate the validity of the 
transaction by decrypting the digital 
signature. 
The authenticated transaction is 
virtually placed with other recently 
authenticated transactions. 

A node creates a block which contains the 
list of recently authenticated transactions, 
a header (a reference code to the previous 
block) and a nonce (a random number). 
The node broadcasts the block to the 
network as new block to be registered 
in the ledger. 
(This occurs at specific time intervals) 

The nodes of the network receive the block and work to validate 
it through an iteration process called “proof of work” as follows. 
Several nodes individually combine (using a “hash function”) three 
inputs from the block (the transaction list, the header and the nonce) 
to create an output value.   
If the output value is less than a pre-defined threshold then the block 
is validated. 
Otherwise, each node changes the nonce value and repeats the process 
until an output value less than the threshold is found.

The first node to find the output value 
“chains” the block to the blockchain.  
The extended blockchain is broadcast 
to the network. 
(Several nodes work simultaneously 
to find the output value to reduce time 
since the process is trial and error). 

Overview of the blockchain process

Source: INNOVALUE research

Overview of the blockchain process
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Ask the Expert

Phil Kenworthy
Founder and Director 

Payment Systems Consultancy

bankofengland.co.uk/markets/Pages/
money/smfparticipants.aspx).   As such, 
it could be argued that these form the 
Central Ledger for £ Sterling and the 
account structures held within each of 
the participating Banks to keep track of 
their customers’ balances form sepa-
rate “nodal” sub-ledgers.   A customer’s 
“nodal entry” balance may be positive 
or negative depending upon whether 
they are in credit, overdrawn or have 
authorised loans with that institution 
that exceeds their credit balance.

Collectively (and keeping things sim-
ple for illustration’s sake), it could then 
be stated that the daily payments be-
tween Banks on behalf of either them-
selves or their customers takes place 

within a Closed Network Group of au-
thorised institutions.   Unless the Cen-
tral Bank has released “new money”; 
it remains a “sealed” Group operating 
within the total value of £ Sterling in 
existence.   As such, all daily transac-
tion flows between those participat-
ing in the “eco-system” therefore net 
out at the end of the day.   At its widest 
level, this eco-system encompasses all 
entities and systems which require the 
movement of £ Sterling to operate.

Payment Systems are currently the 
means by which the instructions to 
move monies from Banking Institution 
A to Banking Institution B (on behalf 
of their respective customers) are se-
curely transmitted and processed. We 
currently have several in the UK which 
reflect the differing means of money 
transmission; CHAPS for real-time 
guaranteed High Value Payments and 
Cheque and Credit Clearing (for when 
a paper instrument (the Cheque) is 
used by a customer as their instruction 
to credit funds to another party who 
banks elsewhere in the UK Banking 
System) are two examples.

These payment systems therefore act 
as the interface between the “Central 
Ledger” and the “Nodal Ledgers” held 
at the Banks and other Financial Insti-
tutions who participate in our payment 
“eco-system”.   They need to be secure, 
trusted and resilient.   Erroneous or il-
legal transfer instructions purporting 
to represent the wishes of a customer 

Q: Are Distributed Ledgers the next 
level in the evolution of payment 
system?

A: In my last year as CEO of CHAPS (the 
UK’s High Value Payment System), I 
became increasingly interested in the 
opportunities that Distributed Ledgers 
could create; not in the crypto-curren-
cy world but in the existing world of 
“real” payments.

At present in the UK, payments oper-
ate on separate ledger mechanisms 
which echo the past in terms of their 
structure.   All existing core Payment 
Systems in the UK operate by settling 
the obligations from one of their Direct 
Participants to another across settle-
ment accounts held at the Bank of 
England.   For those institutions that 
are Direct Participants in the Payment 
Systems, their settlement accounts at 
the Bank of England are normally di-
rectly linked to their Reserve Accounts 
(thus enabling them to participate in 
the Bank of England’s “Sterling Mon-
etary Framework”).   At present, over 
150 institutions hold Reserve Accounts 
at the Bank of England (http://www.
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able challenge.   The distributed led-
ger process present behind Bitcoin re-
quires the full ledger to be present on 
all nodes with authorised data miners 
utilised to validate transactions over a 
specified time period.   The sheer vol-
ume of payments initiated in the UK on 
a given day raises the key obstacle of 
how a similar mechanism could work.  

However, maybe this could be ad-
dressed by utilising the current bank-
ing structure and considering it in a 
slightly different vein?   What if the 
Banks were the authorising “miners” 
in the Bitcoin analogy? What if full Dis-
tributed Ledgers were held at the insti-
tutions that held authorised Banking 
Licenses with legal authority for Settle-
ment Finality still vested with the Bank 
of England as the repository of the Cen-
tralised Ledger?   The two banking par-
ties in a transaction on behalf of their 
respective customers would provide 
the authenticated bi-lateral adjust-
ment on the distributed ledgers that 
would then be adjusted at the central-
ised ledger in the name of their own 
institution. The centralised adjustment 
could be real-time or in netted blocks 
thereby representing the Deferred Net 
Settlement status currently present 
within existing Payment Systems such 

as Faster Payments.

As I said at the beginning of this post, 
we already operate a simpler form 
of discrete ledgers already.   The big 
step would be to extend the model 
so that the Banks would not just op-
erate their own ledgers but that for 
the broader banking community. The 
Payment System would then become 
the network and rules mechanism by 
which the transactions would take 
place.   The audit trail of transactions 
conducted through the network could 
be managed by The Payment System 
and would become, by default, the UK 
Payment Transaction Repository which 
could then be utilised as required by 
Government and law enforcement 
agencies in terms of the data that it 
would hold.

The above is just food for thought.   
However, as the various parties in the 
UK Payments arena formulate their 
thoughts in the coming months on 
the future structure of the underlying 
systems and infrastructure, it would 
be a pity if thought was not given to 
whether the UK could somehow leap-
frog one or more interim steps to the 
next level of evolution.

to transfer funds elsewhere cannot and 
must not exist.

The collective needs and wants of the 
various players participating in the 
existing UK Payments arena therefore 
mirror closely the underlying aspira-
tional attributes of a distributed ledger 
system; a single, secure, trusted ledger 
mechanism where authenticated trans-
fers between Financial Institutions and 
their customers take place legitimately 
and without impediment.

A lot of work and thinking is taking 
place within the UK Payments Indus-
try at present to determine its future 
shape and strategy for the next 10 
years. In my last post, I highlighted the 
core objective of the new Payment Sys-
tems Regulator around innovation and 
the aspiration within the payments in-
dustry to look to consolidate a number 
of the payment systems and to operate 
to common data and message stan-
dards.   These remain key objectives.   
The question is whether any aspect of 
the logic backing the distributed led-
ger process could be brought into use 
as part of the forward looking payment 
system design?

This would not be without consider-

Billon says goodbye to banks
solutions, which are functioning, 
in close relation with the banking 
system. Billon is all about freedom, 
simplicity and individual needs of its 
users

Q: Banks regulate Most of the cash 
flow – they are in control of our 
transfers and our cash supply. Billon 
addresses this issue as Bitcoin did, 
however, the latter is rather contro-
versial and digital currencies are still 
far from being trusted and widely ac-
cepted. What is your approach?

Robert Kałuża, Co-founder: With 
all the benefits of Bitcoin, it is still 
unregulated therefore not yet recog-
nized officially as a financial product. 
We therefore resolve this issue – digi-
tal cash in our application is issued 
in national currency and signed by 
banks – just like paper cash. Billon 
works with and for the banks, and it 
meets the most recent regulations 
made by Polish FSA, as well as Euro-
pean eMoney Directive (which dates 
back to 2009).

Billon is an app for everyone who is 
tired of bank transfer procedures and 
their limitations. It also simplifies the 
whole thing and works autonomous-
ly as a real workaround, which makes 
it truly different from the existing 
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user, you show a 
bar code, generat-
ed in the app; to the 
cashier and hand 
over the amount of 
money you wish to 
digitalize. The ca-

shier scans the code and thus sends 
you digital money. The process can 
take, depending on the shop infra-
structure, from 2 minutes to 1 work-
ing day but majority of the shops 
do it nearly real-time (such as Real, 
Intermarche, Carrefour). You can also 
make a bank transfer (using online or 
mobile banking or even at the post 
office) to put money into the Billon 
app. Every Billon user gets a dedi-
cated (individualized) mass-payment 
account that’s always visible in the 
app. Whenever a user makes such 
bank transfer, the issuing bank sends 
the user electronic money.

But you don’t have to digitalize cash 
to start using (or paying with) elec-
tronic money. We work with cor-
porations who pay salaries to their 
temporary employees via Billon app. 
Employees provide the employer 
with their Billon user names and get 
salary instantly or collect it with one 
click on the employer’s website.

Cashing out is 
equally simple. 
You can withdraw 
electronic money 
as paper cash at an 
ATM without a card 

or a bank account. It’s enough to pro-
vide a couple of codes and a chosen 
amount of money is instantly paid 
out at the ATM. We support all ATM 
machines (hardware) and we are 
launching ATM payouts with over 50 
percent of available ATMs in Poland. 
Cashing out is possible also with any 
other Billon user – you can give digi-
tal money to a friend and receive pa-
per money in return. So each Billon 
user becomes a walking ATM. This 
functionality is being implemented 
with some retail partners – we call it 
cash-back. It’s great for shops, as it 
allows merchants to get more foot-
traffic, lower cash at hand and make 
a small profit on the exchange. You 
can also cash out to a bank account. 
You type a bank account number in 
the app and your money gets trans-
ferred. This is a great service for e.g. 
families who only have one bank ac-
count but multiple family members.

Q: Do you, at Billon, aim for some 
particular target? Who is your app 
designed for? Do you offer different 
products to different customers?

Everybody can use Billon since the 
only requirement is to have a device 
(e.g. a smartphone, a tablet, a PC or a 
server) with our app installed. How-
ever, we focus on specific segments, 
as we see great business opportuni-
ties there.

We have six fully designed product 
lines but at this stage of implemen-

Q: What does Billon app look like in 
practice? Could you please describe, 
step by step, what do you need to do 
in order to start using it? Let’s say we 
have $10 in a pocket and we grab a 
mobile phone... what’s next? How 
long would it take to start spending 
the first cents? Does it involve a lot of 
paperwork and procedures?

Andrzej Horoszczak: When we de-
signed Billon, we had one objective: 
making electronic money simple. 
Providing it as an easy and cool ex-
perience for anyone, in every aspect. 
- Says Andrzej Horoszczak, founder 
& CEO of Billon. In short, Billon is an 
app that transfers money without 
costs or intermediaries. Transferring 
money into the app is simple. You 
can go to nearby shop or kiosk and 
exchange paper cash for digital cash 
stored on a mobile device. In Poland, 
we already have almost 20 000 shops 
that provide this service and the 
number increases on a daily basis. 
The process is quick: being a Billon 

Andrzej Horoszczak 
CEO & Founder

Billon

Robert Kałuża 
COO & Co-founder

Billon
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Our third product line is Billon Loans. 
These loans are distributed as elec-
tronic money in the Billon app and 
don’t require a bank account. They 
are cheaper for the consumers and 
are more profitable for lending part-
ners.

As you can see our aim is bigger – we 
want to enable the unbanked people 
who have no current accounts, to 
use financial services just like every-
body else. Worldwide, there are over 
2 billion people excluded from us-
ing financial products, 65% in Latin 
America and as much as 67% in the 
Middle East.

Regular banking services are too ex-
pensive for poor societies. Thanks to 
Billon, the banks will be able to offer 
these services significantly cheaper 
(as mentioned, Billon enables 90% 
cost cut compared to standard bank-
ing services. User - none). Imple-
mentation in these developing mar-
kets (NDA)is planned in cooperation 
with a global bank. Winning the Citi 
Mobile Challenge 2015 (Citibank 
searched worldwide for businesses 
that can change or improve usage 
of banking services and products. 
Billon successfully competed with 
over 740 other companies) competi-
tion made it easier for us to talk to 
global banking partners. We provide 
technology that serves as a link be-
tween the underbanked people and 
the banks, who want to reach this yet 
unpenetrated market of unbanked 
customers, and offer e.g. microloans 
which both sides will benefit from, as 
they create opportunities for small 
entrepreneurships and stimulate the 
market.

Problem of unbanked societies is not 
relevant only to less advanced econ-
omies. During the last 10 years, in the 
USA, the number of unbanked adults 
grew by 20 million due to increas-
ing costs of owning bank accounts. 
Also underage people are excluded 
from making online purchases, as it 
is still difficult for them to open cur-

rent accounts. And these youngsters 
are also the main target for game dis-
tributors, who now prefer selling in-
game DLCs (downloadable content) 
and expansion packs (digitally) over 
traditional box versions. And Billon 
is on the right track to make it easier 
and more profitable for everybody.

Q: What is a difference between Bil-
lon and other forms of digital money, 
just to mention Bitcoin? And how 
about other e-payment systems 
such as PayPal or Paymentwall? Why 
should anyone be interested in Bil-
lon?

Robert Kałuża: As for the companies 
who operate payments in cryptocur-
rencies, we believe their products 
are well-developed but they are still 
a bit inconvenient for technologi-
cally non-advanced users. Moreover, 
legal cryptocurrency regulations are 
vague and foreign exchange risk is 
high. Electronic money on the other 
hand is fully regulated (already since 
2009 in EU). Billon is also more se-
cure, as it works with national cur-
rencies only, issued by regulated 
banking partners.

Existing incumbents e.g. PayPal, 
are nothing like Billon. They don’t 
smooth out payment processes, they 
just add more layers and costs, some-
times adjusting them to new devices. 
A user is still required to have a bank 
account or a credit card to make 
purchases and initially has to go 
through a long process of authoriza-
tion. Moreover, settlements are de-
layed just like regular bank transfers 
are, and a buyer can cancel transac-
tion even if they received a service 
or a product. Each transaction has a 
high cost for the merchant (in case 
of PayPal i.e. $ 0.30 fixed fee + high 
percentage value of the transaction), 
which makes a lot of transactions in-
viable.

We see these players as layers of 
grease – one has to be a bank cus-
tomer first and only then one can use 
these systems. Sometimes we hear 

tation we focus on the following:

The first product line, Billon Sal-
ary Services, simplifies the processes 
and reduces costs associated with 
paying out salaries to ad-hoc or tem-
porary employees or contractors. 
There are over 3 million such workers 
in Poland– from online respondents 
at consumer research agencies to ca-
shiers in supermarkets who help dur-
ing rush hours. These people either 
don’t have a bank account number, 
or don’t agree to provide one – they 
want an instant and simple transac-
tion. And this is what we do – every 
employee gets their pay transferred 
to their app and can withdraw at the 
nearest ATM.

Our solution offers two intercon-
nected and critical benefits for 
the employers. Firstly, we simplify 
processes for the employers as we 
eliminate all hassle and complexity. 
Distributing small amounts of cash 
(and not quasi-cash solutions like 
shopping vouchers) to multiple loca-
tions is easier as there are no returns, 
like it happens with postal transfers 
or PayPal that could generate five-
fold back-office processes. Secondly, 
costs of salary payout are significant-
ly reduced.

Our second product line, Billon Mi-
cro-Merchant services, enables small 
online merchants, shops or individu-
als to collect money from customers 
or donators. It requires no paper-
work – anybody can start accepting 
electronic money right after down-
loading the app. If you make signifi-
cant revenues and want to increase, 
the initially required by law, turnover 
limit, you can go through a simple 
online process to provide some 
business details. This is especially 
convenient for the fastest growing 
merchant category – streamers, you-
tubers, bloggers, video-bloggers, 
small e-shops. We give them a tai-
lored solution to collect micro pay-
ments (or donations) through their 
own website, a Facebook page, a 
third party website or even via email.
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up, going somewhere or filling in 
an online questionnaire. Therefore, 
our “get Billon” process has just two 
steps: downloading the app on a de-
vice of your choice (currently we sup-
port mobile devices with Android, 
PCs with Windows and Linux and all 
server types) and creating your user 
name and password. And this is it. 
You can use banking services right 
away, without waiting for document 
processing or any other back-office 
procedures.

When it comes to spending the 
money – this is the easiest part. Our 
solution provides users with safety 
and comfort. You can pay with digi-
tal money on a peer to peer basis 
just like you would with traditional 
cash. Or remotely, making one-click 
purchases in shops and on the inter-
net without redirects and forwards 
from the merchant’s website. The 
ease of making real micropayments 
(at values under 0,01 PLN/USD) is 
possible as well. And we also make it 
entertaining. You can transfer money 
to any other user by bumping two 
mobile devices which will automati-
cally identify users and request an 
amount.

We also improved shopping experi-
ence for both merchants and their 
customers. First of all, we make it 
possible for any information of your 
choice (e.g. invoice and delivery 
data) to be transferred with the mon-
ey in one step. Secondly, there are 
no intermediaries (3rd party agents) 
in the transaction – you and the re-
cipient are the only ones who know 
that it happened. This is great when 
you think about security and privacy 
of your personal data. We make sure 
that nobody stores or processes your 
data – even us!

Once we realized that our approach 
can be used in so many ways to drive 
commerce, we came up with more 
fun and useful ideas on how to en-
able trade. We have now implement-
ed abilities for merchants to sell di-
rectly via e-mail, on Facebook, other 

social networks or even from ad-ban-
ners. And because people out there 
might need other functionalities, we 
opened our API (technology integra-
tion) to everybody, making API an 
open book for anyone to build upon 
it.

Q: Speaking of the competition: Bil-
lon has already achieved big success 
in Israel. Did it change your perspec-
tive and affect your business model?

Andrzej Horoszczak: This Year we 
won the Citi Mobile Challenge. It is a 
great honor for us, as well as an op-
portunity to be among the winning 
teams. As a result, we launched an 
intensive collaboration with Citi, and 
we hope to bring Billon to one of the 
developing markets together. Our 
approach to salary payouts, card-
less ATM cash-outs, micro-lending 
and online payments can help banks 
reach the unbanked sector in various 
regions. In Israel we encountered a 
very entusiastic acclaim. People were 
asking us a lot of questions and many 
business opportunities appeared. 
Israel is very innovation-oriented 
country and we shared our ideas 
with them with great pleasure. It was 
inspiring and brought us to consid-
eration of expanding globally. Our 
unique technology, strong manage-
ment team and highly specialized IT 
engineers make us well-prepared for 
expanding Billon outside of Polish 
market.

Author:  Aleksander Rzetelski
Source:  web.gov.pl

arguments on their data security, or 
rather their lack of it. Not long ago 
the CEO of PayPal twitted about his 
own payment instrument being tak-
en over by hackers. Their technology 
is focused on protecting access to 
critical data, not the data itself. Who-
ever overtakes that access, gains full 
access to all confidential information 
– it is nearly always saved as plain 
text. And these incumbents share 
data with up to 15 different interme-
diaries to make a single transfer, who 
just add more risk of data breaches.

Billon designed a secure financial 
and commercial platform for the fu-
ture. Both communication and data 
is encrypted. No data or passwords 
are stored on a server (as there are 
no servers at all!). Any data transfer 
happens only between a buyer and 
a seller. There are no intermediar-
ies processing the transaction that 
could be breached.

We are delighted with the growing 
fan base among experts: bankers and 
technology geeks. But what brings us 
the biggest joy is that a regular user 
understands benefits quickly, just 
like they understand the benefits of 
cash over storing money in a bank 
account that can be blocked.

And how does it translate to the end-
user experience? People value sim-
plicity, safety and privacy nowadays. 
Is Billon flexible enough to provide 
those features and allow some extra 
ones?

Andrzej Horoszczak: When we 
started creating Billon, we spent a lot 
of effort to enable everyone to use 
financial products without the hassle 
and barriers currently presented by 
banks as a result of outdated bank-
ing technology. In a nutshell, we 
wanted to invent a simple solution 
for the unbanked and the under-
banked people so that they can use 
banking services freely and easily. 
Our benchmark was paper cash – you 
just need to have a wallet or a pocket 
to carry it around. Without signing 
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tion between the network’s participants 
in a decentralized and secure way. So far, 
the blockchain’s most prominent applica-
tion is Bitcoin; however, this is only one of 
many possible applications of this disrup-
tive technology.
Historically, media attention has focused 
on Bitcoin and in particular on its price 
volatility and controversial usage to sup-
port online black markets such as Silk 
Road due to the anonymous nature of a 
virtual currency that seeks to emulate the 
anonymity of cash transactions online. 

More recently however, attention 
is shifting from bitcoins (an appli-
cation) to its underlying technol-
ogy: the blockchain itself. This is 

because the blockchain technology can 
support a much broader range of po-
tential applications. For example, these 
include currency exchange (a payment 
transaction), programmable money (a 
conditional payment trans- action), digi-
tal assets exchange ledgers (transactions 
for assets whose ownership is recorded 
digitally) and peer to peer data storage 
(a peer to peer network for data storage). 
Figure 1 provides an illustration of the 
types of application of the blockchain 

Whether an information ex-
change is a payment, an ex-
change of contracts or a secured 
exchange of sensitive data, it is 
typically processed and backed by a trust-
ed third party (for example a financial in-
stitution). However, in 2008 Satoshi Na-
kamoto (1) created the Bitcoin (a virtual 
currency). Underlying the virtual curren-
cy, there is a technology called the “block-
chain,” which is able to operate without 
the need of a traditional third party cen-
tral authority. The blockchain is the result 
of the convergence of distributed led-
gers, cryptography and open-source soft-
ware whose aim is to exchange informa-
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automate bank transfers. These are only 
a sample of companies and institutions, 
which have publically announced their 
intention to leverage the blockchain and 
include major players in investment and 
retail banking, payments as well as central 
banks. Figure 2 provides an illustration of 
the types of approach taken towards the 
blockchain technology by established or-
ganizations.

The blockchain is disrupting the tradi-
tional infrastructural approach to carry-
ing out transactions as it eliminates the 
need for a third party central authority. 
Its rise may enable the re-emergence of 
bilateral based transaction models but its 
application has the potential to impact 
industries like financial services with the 
same disruptive capacity of technologies 
such as the Internet. Like the Internet in 
its early days, investments are substantial-
ly increasing in blockchain related com-
panies (globally ~$95mn was invested 
in 2013, ~$350mn in 2014, and ~344mn 
in the first 5 months of 2015(6)). As in 
the case of any disruptive, high-potential 
new technologies, the blockchain poses a 
number of challenges to investors, start-
ups and incumbents alike as, whilst its 
potential is somehow intuitive, the de-
velopment of actual applications requires 
the ability to rethink business models, to 
re-evaluate user cases and to develop 
business cases under- pinning the invest-
ment and acquisitions.

1 Satoshi Nakamoto is a pseudonym for an un-
identified person or group of people I 2 Source: 
Milken Institute’s Global Conference 2015 I 3 
Source: Companies press release I 4 Source: Re-
uters I 5 Source: Nasdaq press release I 6 Source: 
coindesk.com

technology.

The potential of the blockchain technol-
ogy is being explored by start-ups and 
established organizations alike through 
investment, incubating and partnering. 
For example, Goldman Sachs is investing 
in blockchain companies while Western 
Union is partnering with Ripple to “ex-
periment” with alternative money remit-
tance (2) business models. Meanwhile, 
UBS has opened an office in the London-
based Level39 (3) fintech accelerator, in 
order to study potential applications for 
the blockchain. Bank of England followed 
the same approach. IBM has engaged 
with central banks (e.g. FED) (4) to discuss 
potential applications of the blockchain 
relating to the national payment system, 
in order to improve the traceability, clear-
ing and settlement of payment. Most re-
cently, in May 2015, NASDAQ announced 
its in-house development of a block-
chain for the management, issuance and 
transfer of private company equity (5). A 
month later, it announced a partnership 
with Chain, a provider of blockchain in-
frastructure, to optimize the shares ex-
change process. Citibank has developed 
three in-house blockchain systems and 
its own digital currency (Citicoin) in order 
to facilitate cross border trans- actions. 
RBS, as part of its plan to invest £3.5 bil- 
lion in technological development, is dis-
cussing a ‘proof of concept’ with Ripple to 
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away from a payment terminal to 
make a transaction. Apple Pay joined 
the party in 2014 with the iPhone 6; 
the tech is also a key feature of the 
new Europay, MasterCard and Visa 
(EMV) credit card standard.

This year’s Oct. 1 deadline for the 
transition to EMV credit cards is 
what’s driving the widespread avail-
ability of mobile payments. That’s be-
cause on that date, every merchant 
in the country is required to upgrade 
the old magnetic-card-swipe termi-
nals to new ones compatible with 
EMV cards (also called chip-and-PIN 
cards). If they refuse, they will be held 
liable for fraudulent purchases made 
in their establishments.

Still, that threat alone hasn’t been 
enough to force small businesses to 
transition to EMV card readers, let 
alone to mobile payments. McKee 
believes that may happen once the 
post-deadline horror stories start 

to pop up. “I think word will spread 
pretty quickly throughout the small-
business space that card networks 
are holding merchants responsible 
for fraudulent transactions,” he says.

Beyond the new EMV standard, mo-
bile promises to make payments even 
more secure. “Apple Pay is by far the 
most secure way to make a payment 
in general today,” McKee says, noting 
that it uses biometrics and tokeniza-
tion (in which the credit card number 
is replaced with a unique code recog-
nized by the bank). In short: Offering 
the system builds trust with custom-
ers. But for small businesses to accept 
it, they’ll need an NFC-compatible 
(and Apple-approved) reader.

The industry’s hope is that once 
businesses upgrade from their old 
magnetic point-of-sale terminals to 
smart, EMV-compatible ones, the 
ability for merchants to easily add a 
pay-by-phone option will turn mo-
bile payments into the new normal.

Source: Entrepreneur

A year after the launch of Apple Pay 
and five months into Google’s An-
droid Pay service, it seems like mo-
bile payments have finally caught fire 
with the public. Thousands of banks 
and retail giants have jumped on-
board, yet small businesses—which 
account for more than 90 percent of 
businesses in the country, according 
to the U.S. Census Bureau—are so far 
responding with a collective meh.

“I would say it’s been a fairly negligi-
ble adoption rate so far,” says Jordan 
McKee, senior analyst covering mo-
bile payments at 451 Research in Bos-
ton. “There hasn’t been a tremendous 
amount of interest given the cost of 
upgrading terminals to accept NFC 
payments.”

Near field communication is the 
technology behind the new contact-
less payment systems. Long a feature 
of Android handsets, the chip lets 
consumers put a smartphone inches 

 Why Mobile Payments Aren’t Gaining 
Traction With Small Businesses 

mobile
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Businesses Of All Sizes Can Try Out The 
Twitter Buy Button

opers to build mobile ecommerce 
experiences and for stores to utilize 
them. Store provide product info to 
Stripe via its dashboard, API or by 
linking their existing ecommerce sys-

tem.

“The goal for all our commerce 
initiatives on Twitter is simple: 
make it as easy as possible for 
businesses to connect directly 
with, and sell to, customers on 
Twitter,” said Nathan Hubbard, 
Twitter’s VP of Commerce. 
“With Buy Now, businesses 
can drive more conversions 
and remove much of the fric-
tion in the mobile purchasing 
process. Today, as we begin 
rolling out to a wider group 
of platforms and partners, 
people will have even more 
opportunities to discover and 
purchase products from the 
brands they love on Twitter.”

“Over the last year, we’ve built 
commerce solutions that con-
nect customers and brands 
like never before,” Hubbard 
adds. “This includes making 
it possible to buy products 
right from a Tweet, load offers 
directly to a credit or debit 
card, and browse or shop col-
lections of products without 
leaving Twitter. As we contin-
ue to develop new products 
and expand the ecosystem of 
platforms and partners in the 
social commerce space, we 
can help even more brands 
and customers connect on so-
cial and mobile.”

Bigcommerce merchants can choose 
to include Buy Now on regular and 
promoted tweets, and when a cus-
tomer purchases via Twitter for the 
first time, their payment and ship-

A lot more businesses are 
about to have access to the 
“Buy Now” option on Twitter, 
potentially ramping up op-
portunities to makes sales di-
rectly from tweets.

Is a Twitter buy button some-
thing that you’re interested in 
using or at least experiment-
ing with?

Twitter has been dabbling in 
ecommerce for a fairly long 
time at this point, but has yet 
to offer a widespread way that 
any business can set up a buy 
button for selling items direct-
ly from tweets. Sure, they’ve 
made announcements about 
such features, but only a se-
lect few have really gotten to 
take advantage.

While the functionality isn’t 
going to be immediately avail-
able to all, the company finally 
announced a much bigger 
push that will greatly expand 
it to businesses of all sizes. 
The company is integrating 
Buy Now with Bigcommerce, 
Demandware, and Shopify to 
enable new businesses to sell 
through Twitter. The partner-
ships are powered by the re-
cently announced Stripe Re-
lay.

Stripe announced earlier this 
month that it partnered with Twitter 
and other companies to offer an API 
for stores to publish their products 
and enabling apps to read them. Re-
lay seeks to make it easier for devel-



23POSitivity

The goal for all 
our commerce 
initiatives on 

Twitter is simple: 
make it as easy 
as possible for 

businesses to 
connect directly 
with, and sell to, 

customers
on Twitter

ties to grow their business. The result 
of these many advancements is that 
the consumer has gained more con-
trol over her own destiny including 
discovering new passions and prod-
ucts in places.(like Twitter) not di-
rectly controlled by the retailer. This 
democratization effect is disruptive 
but represents enormous upside for 
retailers who embrace it to become 
what our CEO Tom Ebling calls ‘con-
nected brands.’

“What is a connected brand?” she 
adds. “They are retailers that lever-
age technology to establish mean-
ingful, sustainable relationships with 
their consumers. They encourage and 
embrace user-generated content 
and strive to engage the consumer 
wherever they are. They understand 
the individual shopping journey and 
seek to leverage all of the knowl-
edge they can possibly interpret to 
hyper-personalize the experience in 
a content rich and consistent manner 
across all channels and devices.”

For now, Demandware is only offer-
ing its integration to select clients, 
but will make it more broadly avail-
able next year.

The experience works pretty much 
the same way for Shopify merchants. 
The user clicks the Buy Now button 
to get product info (like size, color 
and style, for example), and can en-
ter their shipping and payment info. 
When they confirm their info, their 
order details appear in Shopify just 
like orders from the merchant’s on-
line store.

“Chances are you already use Twit-
ter to engage shoppers, with the ul-
timate goal of sending them to your 
online store so you can make a sale,” 
says Satish Kanwar on the Shopify 
blog. “With Twitter buy buttons, you’ll 
be able to make that sale as you in-
teract with your customer in real-
time. For example, if you recommend 
a product, they can buy it on the spot 
with just a few clicks.”

“Additionally, Twitter gives you direct 
access to influencers and celebrity 
trendsetters who can help you get 
your product noticed,” Kanwar says. 
“Now when an influencer tweets your 
product, it will drive product discov-
ery and give shoppers a frictionless 
way to make their purchase.”

For now, the Buy Now functionality is 
only available in the U.S. where Twit-
ter has 66 million users.

Source: WebProNews

ping info is saved so they can buy 
and confirm with two clicks for future 
purchases. Orders made on Twitter 
go to the Bigcommerce control panel 
for standard order processing.

“Twitter’s Buy Now allows brands to 
offer in-the-moment purchasing ex-
periences for repeat and net new cus-
tomers without leaving the Twitter 
platform,” says Bigcommerce’s Tracey 
Wallace in a blog post. “For retailers, 
this increases product discoverabil-
ity, offers improved ROI for social 
media efforts and increases brand 
awareness among Twitter’s 316 mil-
lion monthly active users.”

“Up to this point, most brands have 
been unable to serve immediate 
click-to-purchase opportunities to 
those customers without forcing 
them to redirect to another site,” 
Wallace adds. “Now, Bigcommerce 
merchants can collapse the purchas-
ing funnel, offering in-the-moment 
buying experiences right when and 
where potential customers are con-
sidering them.”

Demandware’s enterprise customers 
can install and configure the Buy Now 
cartridge within their implementa-
tion. Merchants can share a Buy Now 
enabled product link through either 
an organic or promoted tweet, and 
when the user clicks, they’ll get ad-
ditional product info and begin the 
transaction. The order is sent to the 
Demandware Commerce Cloud for 
inventory verification, order calcula-
tion, placement, etc. When a product 
is enabled for purchase, users can 
retweet the buyable URL.

“This is an incredibly exciting time in 
the retail industry, and one of pro-
found change,” says Demandware’s 
Senior Vice President of Worldwide 
Marketing, Elana Anderson. “The 
surge in mobile commerce, new 
transactional platforms, alternative 
payment types, shared economy 
applications and innovations in ful-
fillment are just some of the things 
providing retailers with opportuni-
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on a dedicated group of customers. 
Most peer-to-peer money transfer 
services were founded in the years 
following the financial crisis of 2008, 
cashing in on the fading confidence 
in the banks.

There is an indissoluble link between 
the size of the customer base and the 
commissions they charge, as they re-
quire a balanced community. Peer-
to-peer money transfer services are 
matching people who send money in 
one direction with the ones transfer-
ring the funds in the opposite way.

This makes it possible for them to 
greatly reduce the costs of exchange 
rates that have been for decades a 
major source of income for banks 
and traditional service providers.

Who are the money transfer giants 
that have dominated the market 
so far?

Over decades, banks and indepen-
dent money transfer services such 
as MoneyGram and Western Union 
divided the money transfer market 
among themselves.

MoneyGram is one of the leading tra-
ditional service providers, with a his-
tory that spans over several decades 
and a structure that covers tens of 
thousands of offices worldwide. Their 
popularity grew in the years follow-
ing the Second World War and they 
are a giant compared to peer-to-peer 
money transfer services. MoneyGram 
moves billions of dollars annually, 
but even these numbers pale in com-
parison to the ones Western Union 
can brag about.

The American behemoth was found-
ed back in 1851 and for 164 straight 
years, it had no true competitor, while 
also offering business payments and 
commercial services. Western Union 
is currently transferring a stagger-
ing amount of $80 billion on a yearly 
basis and it makes a lot of money by 
charging pretty steep fees. Many are 
disguised in the exchange rates, and 
with people from hundreds of coun-
tries hooked on their service, West-
ern Union is truly a global player with 
almost half a million agent locations.

How big is the market for interna-
tional money transfer?

Globalization is a catalyst for interna-
tional money transfers and the glob-
al market is huge, with hundreds of 
millions of dollars transferred each 
day. According to the Peer-To-Peer 
Payment Report from BI Intelligence, 
the global market for peer-to-peer 
transfers and remittances is worth 
well over $1 trillion. To put things 
into perspective, an ambitious peer-
to-peer money transfer service such 
as TransferWise shifts more than $1 

Today, when cash moves much faster 
and electronic money transfers are 
routinely used by millions, an invis-
ible war is wagered by traditional 
service providers and innovative 
peer-to-peer operators. The latter are 
fighting an uphill battle to unseat the 
current elite, while banks and money 
transfer giants such as MoneyGram 
and Western Union are clinging to 
their dominant position. They’ve got 
the numbers, the expertise and the 
political support, but nothing can in-
definitely stop the advancements of 
technology.

Who are the peer-to-peer money 
transfer services?

TransferWise, Azimo and Currency-
Fair are just a few of the important 
players in this highly competitive in-
dustry of peer-to-peer money trans-
fer services. They operate on a global 
scale, but each of them actually fo-
cuses on a couple of countries and 
uses the Internet as a springboard to 
new markets.

The very essence of peer-to-peer 
money transfers makes them reliant 

The Future Belongs to Peer-To-Peer 
Money Transfer Services
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billion of customers’ money each 
year.

Azimo and CurrencyFair are posting 
similar numbers and even though 
they are nowhere near Western 
Union and MoneyGram, they’ve got 
a huge potential to grow. When you 
operate in such a huge market, even 
a small slice can result in a lot of 
money, and peer-to-peer money ser-
vices are only going upward.

How much of the market share 
have the peer-to-peer money 
transfer services already taken 
away from the traditional service 
providers?

One doesn’t need to be a math whiz 
to realize that the leading peer-to-
peer money transfer services still 
amount to less than 5% of all the 
international money transfers. They 
are not within striking distance of 
Western Union and MoneyGram and 
won’t close the huge gap separating 
them over the next couple of years. 
On the bright side, the wheels are set 
in motion and the fact that a newly 
founded company such as Transfer-
Wise has already crossed the psy-
chological threshold of $1 billion per 
year is encouraging.

How big of a threat are the peer-
to-peer money transfer services 
for the traditional service provid-
ers?

We live in a brave new world and the 
Internet is truly the final frontier for 
financial transactions, an environ-
ment in which peer-to-peer money 
transfer services are experts. Mobile 
devices are used more often than 
ever before for financial transactions 
and companies such as WorldRemit 
cashed in on the high rate of smart-
phones adoption. The company has 
more than 100 million customers, 
with most of them residing in Afri-
can countries where mobile money 
is gaining a lot of traction.

Meanwhile, Azimo operates in almost 
200 countries and offers customized 
services, such as home deliveries, 
while running a massive 270,000 
cash pick up locations. Until recently, 
people had no alternative for trans-
ferring money abroad and had to ac-
cept the high fees that often exceed 
5%. They wised up and peer-to-peer 
money transfer services are provid-
ing an inexpensive alternative.

Which peer-to-peer service pro-
vider could threaten the banks 
and independent money transfer 
giants the most?

For the time being, no peer-to-peer 
service providers can be singled out 
as a real threat for banks and giant 
money transfer companies. Western 
Union and MoneyGram are fighting 
a war on multiple fronts, challenged 
all over the world by companies like 
TransferWise, Azimo and Currency-
Fair but also crypto currencies such 
as Bitcoin.

Can the peer-to-peer services 
dominate the market in the future 
or will they always stay a niche 
market?

Banks and independent money trans-
fer giants have reigned supreme for 
decades, but their obsolete business 
model is dying out. The time is tick-
ing and no matter the changes they 
hastily implement to make money 
transfers more convenient while cut-
ting down on fees and commissions, 
it is simply too late.

In this rigid and highly competitive 
environment, massive changes don’t 
occur overnight, but peer-to-peer 
services will eventually dominate the 
market for the benefit of us all.

Source: Finance Magnates
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UK-based payment processor Worldpay 
is conducting trials of a facial biomet-
ric verification system for payments in 
stores, using a prototype device that 
includes an upward-facing camera em-
bedded into a POS terminal.

The PED Cam (PIN Entry Device Camera) 
takes a picture of the card user when 
they enter a PIN and then matches it 
against a biometric template linked to 
their card in order to authorise payment.

“The resulting image generates a unique 
biometric template, linked to the indi-
vidual’s card and is stored in a secure, 
central database managed by World-
pay,”  the company says. “Card terminals 
linked to the central database capture a 

fresh image of the card user’s face every 
time they enter their PIN, learning the 
profile of the user over time to improve 
identification.

“This image is automatically cross-refer-
enced against the biometric template 
already captured and recorded in the 
system, providing a second layer of au-
thentication to verify the identity of the 
card user.”

Evaluating consumer reaction

“The prototype design uses low-cost, 
readily available technology and, whilst 
the team behind the research is keen to 
stress its design is still in concept phase, 
they believe the principle of using facial 

recognition to verify the 
identity of card users has 
a number of distinct ad-
vantages over other forms 
of biometric security cur-
rently being trialled in the 
payments space,” Worldpay 
adds.

“Worldpay’s team of re-
searchers are currently 
evaluating consumer re-
action to the camera in 
controlled trials as well as 
investigating how consum-
ers could opt-in to the bio-
metric system to assess the 
viability of the prototype. 
The team is also exploring 
the potential of using the 
biometric profile captured 
by the device as a way of 
verifying user identities on-
line as well as in-store.”

“Biometrics has attracted a lot of atten-
tion, but achieving sufficient scale has 
always been difficult in a face-to-face 
environment,” says Nick Telford-Reed, 
Worldpay’s director of technology in-
novation. “It’s partly because of cost, but 
also because people don’t want the ad-
min hassle of registering their details.

“With this prototype we would remove 
that hassle. Card users could be auto-
matically enrolled in the system when 
they use their card. The design also 
means retailers would not have to find 
space for another device on their already 
busy sales counters.”

Source: NFC World

Worldpay tests facial recognition 
for payments in stores

processing
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If you baulk at being asked to pay a sur-
charge for paying by credit card, take a 
deep breath; such surcharges may soon 
become a lot more common in New 
Zealand.

The Australian Competition and Con-
sumer Commission is reportedly about 
to be given the ability to police card sur-
charges across the ditch, keeping them 
to 0.5 per cent for credit cards and 12 
cents for debit cards.

Some retailers and businesses, such as 
taxi firms, had been charging more than 
10 per cent.

It has been estimated the move will 
save Australian consumers A$1 billion 
(NZ$1.1b) a year.

But that sort of crackdown is unlikely to 
happen in New Zealand any time soon. 
Instead, consumers are being told to ex-
pect to see more surcharges.

David Tripe, a banking expert at Massey 
University, has been keeping a close eye 
on the evolution of the fees.

He said: “They are not as common as 
they ought to be in New Zealand.”

Tripe’s view surcharges would become 
more common was based in part on 
the rise of contactless payments, where 
consumers tap their cards on the credit 
card terminal, and do not have to swipe 
or insert them. Shoppers do not have to 
use a pin number for purchases of less 
than $80.

There are now more than six million 
contactless transactions a month on 
Visa’s payWave cards alone. 

Merchants must pay credit card fees for 
both credit and debit cards when they 
are processed as a contactless payment.

Compounding that, growing numbers 
of consumers are opting to use their 
contactless cards for small purchases 
they previously would have paid for 
with eftpos.

Eftpos is much cheaper for retailers. 

That is adding to credit card traffic and 
increasing businesses’ fees. It has been 
estimated a small business turning over 
$20,000 a month could be paying $100 
a week in credit card transaction fees if it 
is charged a 2 per cent margin.

Payments via the mobile wallet Semble 
also attract credit card fees.

Paymark says 60 or 70 electronic trans-
actions are processed every second in 
New Zealand.

Tripe said many small businesses had 
so far opted not to accept contactless 
payments but they could be forced to 
if consumers started to expect it. They 
might then need to impose a surcharge 
to recoup the cost.

“What’s happening is that Visa and Mas-
terCard are encouraging the develop-
ment of other transactional channels 
and they are collecting big amounts 
of revenue from that.  It’s really a mat-
ter of what people decide they want to 
do and the extent to which they may or 
may not be charged for that.”

Retail NZ general manager of public 
affairs Greg Harford said credit card 
surcharges were used by increasing 
numbers of tourism and hospitality op-
erators. “It’s not out of the question that 
there might be more in retail in future.”

Boutique Wellington grocer Moore 
Wilson now accepts credit cards but 
charges 2 per cent for the privilege and 
Harford said he also knew of a $2 shop 
that charged 2 per cent.

Credit card surcharges tipped to 
become more common 
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But he said competitive pressure was 
likely to keep the lid on what retailers 
charged.

What are the rules?

Since 2009, retailers have been able to 
charge a surcharge when a customer 
pays by credit card.

It was hoped allowing surcharges would 
provide more transparency on the cred-
it card companies’ fees and eventually 
bring them down.

But there are concerns some retailers 
set their surcharges at a level that does 
not reflect the true cost of accepting 
cards. 

Retailers are required under the Fair 
Trading Act not to make false or mis-
leading statements and ensure repre-
sentations around their card payment 
fees are accurate and not misleading.

But the amount they charge is not regu-
lated and the fees vary a lot.

It is common to encounter percentage-
based surcharges of up to 2 per cent on 
everything from hotel and airfare book-
ings to ticket purchases and even pay-
ments to councils and Inland Revenue.

Other operators charge a flat fee which 
can work out to be a much higher per-
centage of the payment, such as taxis 

that charge $2 or more for credit card 
transactions –which amounts to 10 per 
cent of $20 taxi fare.

Tripe believed some retailers charging a 
fee were profiteering.

“In general retail staff are very poorly 
trained. If you present a Visa debit card 
to Ticketek there is a reasonable chance 
they will try to change you a credit card 
fee. But there is no merchant service fee 
in that transaction. There is a whole raft 
of misunderstanding and miscommu-
nication, some profiteering here and 
there and some people taking a loss.”

Tripe’s colleague Claire Matthews said 
another option for businesses strug-
gling with increasing card costs would 
be to push up their prices across the 
board..

Card giants say charges ‘anti-con-
sumer’

If the card providers had their way, you 
would not be pay a surcharge at all.

Mastercard Peter Chisnall, Country Man-
ager for MasterCard New Zealand said: 
“MasterCard believe that consumers 
should not be made to pay a surcharge. 
New Zealanders are increasingly using 
cards and mobile payment options and 
should not be penalised for choosing 
not to use cash.”

Marty Kerr, Visa New Zealand and South 

Pacific country manager, agreed: “Visa’s 
consistent view is that excessive sur-
charging is anti-consumer and reduces 
the migration to efficient, fast and se-
cure electronic payments.”

Consumer NZ chief executive Sue Che-
twin said her organisation kept an eye 
on surcharges to identify instances 
where they were being used as a way for 
retailers to collect more money.

She said in theory prices should have 
dropped when retailers were able to im-
pose credit card fees directly on those 
who incurred them.

But she said there was no evidence that 
had happened.

“Places that charge them are generally 
where you get stuck and can’t use any 
other method, or hotels where it is a 
one-off charge and somewhere you are 
not going to go back. Anything around 
tourism or accommodation seems to 
have taken up surcharging with gusto.”

She said New Zealand businesses had 
not yet become as aggressive with their 
surcharging as Australia’s.

The Commerce Commission investi-
gated Air New Zealand for its credit card 
surcharging but decided it had not en-
gaged in conduct likely to breach the 
FTA.

Source: Stuff

Why Apple Pay and other mobile 
wallet services could be regulated 

like banks
Mobile payment services are slowly 
starting to catch on in the United 
States, with offerings like Apple Pay 
and a new version of Google’s mobile 

Wallet app for Apple’s iOS introduced 
on Monday that lets users send cash 
out to any bank account and even split 
a check with friends.

But while the payment services seem 
simple – just plug in a debit or credit 
card number, enter your email and 
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scan your phone using a bar code or 
QR code at one of a growing number 
of stores, from Kohl’s to the hamburger 
chain White Castle – one larger ques-
tion looms over the services: are they 
replacing traditional banks, and should 
they be subject to the same types of 
regulation?

As more retailers and traditional banks 
continue to roll out support for mobile 
wallet services, concern about whether 
they should be regulated is growing, 
particularly internationally.

“The tech industry has an enormous 
contribution to make to the modern-
ization and efficiency of the banking 
industry and give customers the ser-
vice proposition they want, but there 
are issues on the way,” said Douglas 
Flint, chairman of HSBC, Europe’s larg-
est bank, in remarks at the Cass Busi-
ness School in London on Thursday, 
Reuters reports.

In China for example, where few peo-
ple have credit cards, use of mobile 
payment services has exploded, with 
many people using services from 
companies like Tencent and Alibaba – 
which has 289 million active users ev-
ery month – as an alternative to paying 
with cash, The Street reported in June.

But in the US, one financial regulation 
expert says it’s likely Apple Pay may 
likely fall under regulation by the Con-
sumer Financial Protection Bureau, the 
watchdog agency established by Con-

gress in the wake of the 2008 financial 
crisis.

In a blog post last September, George-
town Law School professor Adam Levi-
tin wrote that although Apple does not 
offer its own financial product or ser-
vice – working through existing credit 
cards instead – it may be subject to 
regulation as a “service provider.”

That means federal regulators and 
state attorney generals could look into 
any aspect of Apple’s business, be-
cause “there is no language saying that 
the unfair, deceptive, or abusive acts 
and practices has to have any relation-
ship with the consumer finance busi-
ness,” Prof. Levitin writes. He did not 
immediately respond to a request for 
comment from The Christian Science 
Monitor.

The financial watchdog began study-
ing mobile banking services in June 
2014. Noting that 90 percent of Ameri-
can consumers own a cellphone, a bu-
reau spokeswoman said it was focusing 
primarily on whether mobile payment 
services could improve access to bank-
ing for low-income consumers who 
rely on services like check cashing or 
payday loans instead of a traditional 
bank branch. She declined to comment 
on whether the bureau would be con-
sidered a “service provider” and directly 
under its jurisdiction.

But here’s how it would work, accord-
ing to Professor Levitin: Apple Pay does 

not currently transmit funds directly, 
(as competing services like PayPal do), 
which means it is not a “covered per-
son” regulated by the bureau, he notes. 
But, because the mobile wallet service 
can transfer funds from a credit card, 
and the card issuers are regulated, 
Apple likely qualifies as a “service pro-
vider,” a secondary category of institu-
tions under the authority of the finan-
cial watchdog.

While Levitin writes that it’s possible 
that Apple and the CFPB could dis-
agree with his interpretation of the law 
to include mobile wallet services, the 
moment represents a watershed, he 
says. “If my reading is correct, Apple just 
walked into the very different world of 
being a regulated entity,” he adds.

The bureau would also look at privacy 
concerns around the massive amounts 
of data collected through such services, 
the CFPB said in a statement. Moira Va-
hey, the bureau spokeswoman, noted 
that the agency had filed an enforce-
ment action against PayPal in May, al-
leging that the company had illegally 
signed consumers up for its online 
credit product without their consent.

Outside the US, some banking giants 
have said they feel regulators will in-
creasingly look at whether tech com-
panies’ software should be regulated 
further, particularly because of con-
cerns about how customers’ data may 
be used.

“The richness of financial data is why 
many tech companies want to get into 
payment services, and you’re all going 
to have to make choices at some point 
on how much of your payment flow in-
formation you want to share,” Flint, the 
HSBC executive said on Thursday, ac-
cording to Reuters.

Further regulation would clarify where 
the responsibility would fall if a cus-
tomer’s mobile banking information 
were to be misused or hacked, he said, 
noting that in order to avoid the bur-
den of regulation, tech companies of-
fering mobile payments could consider 
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Make No Mistake - Cash Is Under 
Attack

Cash is under attack EVERYWHERE.

The attack is two-pronged. 

Leading the way are the vested inter-
ests, who benefit directly from alterna-
tive payment methods.

Largely funded by the public - retailers 
and service providers pay commissions 
on sales and/or fees - card schemes 
and the likes of ApplePay have almost 
unlimited budgets to push their pay-
ment methods. Their advertising largely 
focuses on vacuous people, with inane 
smiles, having their lives changed by a 
payment method.

Of course, no point-of-sale payment 
method changes anyones life. A few 
seconds, even if they can be saved, are 
insignificant in the context of the overall 
time we allocate to the retail experience. 
Traveling, parking and walking around 
shops making our selections, take up 
99% of the time we spend  “High Street” 
( or Mall) shopping. How we pay is irrel-
evant. 

Online shopping is a different matter. In 
that environment, having a secure and 
speedy payment method is of vital im-
portance, especially if you don’t want 
your identity stolen. However, online 
sales are still only 15% of total retail 
turnover in the UK, so it isn’t changing 

partnering with banks directly. 

It’s difficult to tell if Levitin’s predictions 
about further regulation will actually 
come true. Ms. Vahey, the consumer 
bureau spokeswoman, declined to dis-
cuss whether the agency would pursue 
further enforcement actions against 
mobile banking services.

too many lives just yet.

Can the vested interests be blamed for 
marketing their services? Of course not. 
Though it does grate more than a little 
that the retail prices we all pay are high-
er to feed their marketing budgets - and 
profits.

However, what makes many people 
really angry is when the vested inter-
ests work with Governments and Cen-
tral Banks to manipulate the payment 
choices available to the public.

The manipulation takes many different 
forms.

Reducing ATM numbers, charging for 
access to cash, depriving the public of 
locations where cash can be withdrawn 
or deposited, subsidising retailers to 
accept alternative payment methods, 
banning the use of cash for payments 
above a certain value ( or at all). The list 
is as endless as the vested interests ap-
petite for mega profits.

So the tactics used by the vested in-
terests - working in tandem with their 
more secretive allies in Government and 
Central Banks - are many and varied.

When the tactics are successful, we - the 
public -are then told that cash use is 
declining “naturally”. Natural? About as 

“We will continue to closely monitor 
developments in the mobile payments 
space, so that we can identify any 
emerging consumer protection issues,” 
the CFPB said in a statement when 
Apple Pay launched in October 2014. 
“The Bureau’s role is not to choose 
market winners and losers, but to pro-

NATURAL as cosmetic ( Plastic?) surgery!

There can, of course, be a natural decline 
in the use of any product. However, cash 
has been around for 2700 years and has 
defied the logic of any “product lifecycle” 
model. So, on balance, “naturally” is un-
likely and manipulated a near-certainty.

So when you hear organisations such 
UK Payments trumpeting “ cash is now 
only used for 48% of payments in the 
UK”, you are right to question their mo-
tives. 

AND THIS IS WHAT WE TRUMPET!

WHETHER CASH IS USED FOR 88%, 
48% OR 8% OF UK PAYMENTS, IT MUST 
REMAIN A PAYMENT CHOICE FOR THE 
PUBLIC.

Losing the right to choose to use cash 
would be the biggest  unwanted 
change in all of our lives. We would see 
what little freedom and independence 
we still have disappear, leaving us as the 
brainwashed puppets the vested inter-
ests prefer.

USE CASH OR LOSE CASH. 

The choice is yours - at least while you 
still have one!

Source: Cash Is Cool

tect consumers and to make sure that 
companies offering consumer financial 
products or services play by the same 
rules...Rules that apply to plastic card 
payments also apply to payments with 
a phone.”

Source: CS Monitor
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Australian businesses are turning their 
backs on bitcoin, as signs grow that 
the cryptocurrency’s mainstream ap-
peal is fading.

Concerns about bitcoin’s potential 
crime links mean many businesses 
have stopped accepting it, a trend ac-
celerated by Australian banks’ move 
last month to close the accounts of 13 
of the country’s 17 bitcoin exchanges.

The development is a blow to hopes of 
bitcoin fans that the currency can play 
a significant role in everyday business 
transactions in developed economies, 
with Australia once seen as one of its 
most promising markets. It is estimat-
ed to hold 7 percent of the currency’s 
$3.5 billion global value, a sizeable 
figure in a country of just 24 million 
people.

“We’ve got a squeaky clean reputation, 
and that’s actually worth a lot more to 
us than dipping into this,” said James 

Snodgrass, principal of Sydney’s For-
syth Real Estate, which ditched the 
currency in late 2014 after the firm was 
investigated by the federal tax office.

Forsyth had offered to collect home 
deposits and other realtor fees via bit-
coin to cater to international buyers. 
The tax office probe found no wrong-
doing but Forsyth was burned by the 
negative publicity and bailed out be-
fore ever taking a bitcoin payment.

Although most mainstream banks in 
Europe and the U.S. already refuse to 
keep bitcoin-affiliated accounts, de-
velopments in Australia represent the 
first coordinated shutdown of bitcoin 
exchanges by a country’s banking sys-
tem.

The move makes it much harder for 
people to convert regular currencies 
in to or out of bitcoin, threatening its 
long-term value.

“It really runs on people using bitcoin, 
and if nobody uses it then it’s worth-
less,” said University of Technology 
Sydney senior finance lecturer Adrian 
Lee.

BANK SHUTDOWN

The banks’ shutdown appears at odds 
with a government inquiry which 
in August recommended removing 
sales tax for people who buy bitcoin. 
The Australian anti-money laundering 
agency, AUSTRAC, told Reuters that 
banks have no legal obligation to close 
bitcoin accounts.

The so-called “Big Four” banks - Com-
monwealth Bank of Australia, Westpac 
Banking Corp, Australia and New Zea-
land Banking Group and National Aus-
tralia Bank - directed inquiries about 
bitcoin to the Australian Bankers’ As-
sociation.

Tony Pearson, the association’s acting 

Bitcoin flounders in Australia as 
regulatory worries bite

ecommerce
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chief executive, wouldn’t confirm the 
coordinated rejection of bitcoin but 
said in an email that its “lack of trans-
parency and regulatory oversight rais-
es a number of risks for users and also 
poses risks for the payments system, 
the integrity of the financial system 
and the erosion of the tax base”.

Australia’s organised crime agency 
has said it is concerned the currency’s 
untraceable nature makes it attractive 
for money laundering and selling illicit 
drugs.

In the U.K. and the U.S., most large 
banks have already cut ties with bit-
coin account holders, but lack of in-
dustry co-ordination has left room for 
individual lenders to support the cur-
rency, including Germany’s Fidor Bank 
AG, which operates in Britain, and 
tech-focused Californian lender Silicon 
Valley Bank.

CLOSE, MOVE OFFSHORE OR SNEAK 
AROUND

The 13 Australian bitcoin exchanges 
whose accounts were closed by the 
banks have shut operations.

The remaining four have had their ac-
counts frozen, and now face three op-
tions: close, move overseas or spread 

When the digital currency Bitcoin 
came to life in January 2009, it was no-
ticed by almost no one apart from the 
handful of programmers who followed 
cryptography discussion groups. Its 
origins were shadowy: it had been 
conceived the previous year by a still-
mysterious person or group known 

their business into several smaller 
bank accounts to avoid detection by 
their banks.

Buyabitcoin.com.au, one of the re-
maining four exchanges, said it is still 
considering its options.

“It makes it, obviously, hard to take 
payments from our customers, but 
we have a couple of relationships left,” 
said Andrew Smith, general manager 
of the Melbourne-based exchange.

Smith declined to identify which bank 
his firm is now using from fear of reper-
cussions but said he plans to move the 
business offshore.

Two sources told Reuters that regional 
lender Bank of Queensland still held 
some bitcoin accounts. The bank said 
in an email that “virtual currencies fall 
outside of our risk appetite” but did 
not deny or confirm it had these ac-
counts.

RETAIL PULLOUT

Some industry watchers believe am-
bivalence may be bitcoin’s biggest 
problem.

At least six Australian retail business-
es, which as recently as 2014 courted 

only by the alias Satoshi Nakamoto1. 
And its purpose seemed quixotic: Bit-
coin was to be a ‘cryptocurrency’, in 
which strong encryption algorithms 
were exploited in a new way to secure 
transactions. Users’ identities would 
be shielded by pseudonyms. Records 
would be completely decentralized. 

publicity for offering sales by bitcoin, 
told Reuters they were considering ex-
iting the currency.

“If governments begin to aggressively 
attack the whole idea of cryptocurren-
cies and give it a bad name, it might 
have an adverse effect on our brand 
by accepting it,” said David Brim, co-
founder of off-road vehicle maker 
Tomcar Australia, which has sold one 
car using bitcoin since introducing it in 
November 2014.

Grant Fairweather, owner of the Metro-
politan Hotel in Sydney, said he started 
accepting bitcoin when a group of 
digital currency fans chose his pub as 
their regular meeting venue.

“They tell me that it’s doing quite well, 
but that doesn’t transpose into here,” 
said Fairweather, who sells about 
A$100 ($70) worth of drinks via bitcoin 
from the meetings and does no other 
bitcoin trade.

An online clothing retailer told Reuters 
she had made no bitcoin sales since 
introducing the service in 2013 and 
asked not to be named, saying “since 
bitcoin’s going out anyway, we’d rather 
not throw our name back into it”.

Source: Reuters

And no one would be in charge — not 
governments, not banks, not even Na-
kamoto.

Yet the idea caught on. Today, there 
are some 14.6 million Bitcoin units 
in circulation. Called bitcoins with a 
lowercase ‘b’, they have a collective 

The future of cryptocurrencies:
Bitcoin and beyond
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market value of around US$3.4 bil-
lion. Some of this growth is attribut-
able to criminals taking advantage of 
the anonymity for drug trafficking and 
worse. But the system is also draw-
ing interest from financial institutions 
such as JP Morgan Chase, which think 
it could streamline their internal pay-
ment processing and cut international 
transaction costs. It has inspired the 
creation of some 700 other cryptocur-
rencies. And on 15 September, Bitcoin 
officially came of age in academia with 
the launch of Ledger, the first journal 
dedicated to cryptocurrency research.

What fascinates academics and entre-
preneurs alike is the innovation at Bit-
coin’s core. Known as the block chain, 
it serves as the official online ledger of 
every Bitcoin transaction, dating back 
to the beginning. It is also the data 
structure that allows those records to 
be updated with minimal risk of hack-
ing or tampering — even though the 
block chain is copied across the entire 
network of computers running Bitcoin 
software, and the owners of those 
computers do not necessarily know or 

trust one another.

Many people see this block-chain ar-
chitecture as the template for a host of 
other applications, including self-en-
forcing contracts and secure systems 
for online voting and crowdfunding. 
This is the goal of Ethereum, a block-
chain-based system launched in July 
by the non-profit Ethereum Founda-
tion, based in Baar, Switzerland. And it 
is the research agenda of the Initiative 
for CryptoCurrencies and Contracts 
(IC3), an academic consortium also 
launched in July, and led by Cornell 
University in Ithaca, New York.

Nicolas Courtois, a cryptographer at 
University College London, says that 
the Bitcoin block chain could be “the 
most important invention of the twen-
ty-first century” — if only Bitcoin were 
not constantly shooting itself in the 
foot.

Several shortcomings have become 
apparent in Bitcoin’s implementation 
of the block-chain idea. Security, for 
example, is far from perfect: there have 

been more than 40 known thefts and 
seizures of bitcoins, several incurring 
losses of more than $1 million apiece.

Cryptocurrency firms and researchers 
are attacking the problem with tools 
such as game theory and advanced 
cryptographic methods. “Cryptocur-
rencies are unlike many other systems, 
in that extremely subtle mathemati-
cal bugs can have catastrophic con-
sequences,” says Ari Juels, co-director 
of IC3. “And I think when weaknesses 
surface there will be a need to appeal 
to the academic community where the 
relevant expertise resides.”

Academic interest in cryptocurrencies 
and their predecessors goes back at 
least two decades, with much of the 
early work spearheaded by cryptog-
rapher David Chaum. While working 
at the National Research Institute for 
Mathematics and Computer Science in 
Amsterdam, the Netherlands, Chaum 
wanted to give buyers privacy and 
safety. So in 1990 he founded one of 
the earliest digital currencies, Digi-
Cash, which offered users anonymity 
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through cryptographic protocols of 
his own devising.

DigiCash went bankrupt in 1998 — 
partly because it had a centralized 
organization akin to a traditional 
bank, yet never managed to fit in with 
the financial industry and its regula-
tions. But aspects of its philosophy 
re-emerged ten years later in Naka-
moto’s design for Bitcoin. That design 
also incorporated crowdsourcing and 
peer-to-peer networking — both of 
which help to avoid centralized con-
trol. Anyone is welcome to participate: 
it is just a matter of going online and 
running the open-source Bitcoin soft-
ware. Users’ computers form a network 
in which each machine is home to one 
constantly updated copy of the block 
chain.

Nakamoto’s central challenge with 
this wide-open system was the need 
to make sure that no one could find a 
way to rewrite the ledger and spend 
the same bitcoins twice — in effect, 
stealing bitcoins. His solution was to 
turn the addition of new transactions 
to the ledger into a competition: an 
activity that has come to be known as 
mining.

Mining starts with incoming Bitcoin 
transactions, which are continuously 
broadcast to every computer on the 
network. These are collected by ‘min-
ers’ — the groups or individuals who 
choose to participate — who start 
competing for the right to bundle 
transactions into a new block. The win-
ner is the first to broadcast a ‘proof of 
work’ — a solution showing that he or 
she has solved an otherwise meaning-
less mathematical puzzle that involves 
encrypted data from the previous 
block, and lots of computerized trial 
and error. The winning block is broad-
cast through the Bitcoin network and 
added to the block chain, with the 
proof of work providing an all but un-
breakable link. The block chain is cur-
rently almost 400,000 blocks long.

In principle, this competition keeps the 
block chain secure because the puzzle 

is too hard for any one miner to solve 
every time. This means that no one will 
ever gain access to the encrypted links 
in the block chain and the ability to re-
write the ledger.

Mining is also a way to steadily in-
crease the bitcoin supply: the miner 
who wins each block gets a reward, 
currently 25 new bitcoins. That is 
worth almost $6,000 at today’s prices. 
Nakamoto’s design controls the sup-
ply increase by automatically adjust-
ing the difficulty of the puzzle so that 
a new block is added roughly every 
ten minutes. In addition, the reward 
for creating a block decreases by half 
roughly every four years. The goal is to 
limit the supply to a maximum of 21 
million bitcoins.

The network cannot determine the 
value of bitcoins relative to standard 
currencies, or real-world goods and 
services. That has been left to market 
forces, with people trading bitcoins on 
online exchanges. One result is that 
the market price has gyrated spec-
tacularly — especially in 2013, when 
the asking price soared from $13 per 
bitcoin in January to around $1,200 
in December. That would have made 
the first real-world products ever paid 
for with the cryptocurrency — a pair 
of Papa John’s pizzas, purchased for 
10,000 bitcoins on 22 May 2010 — 
worth almost $12 million.

Puzzle solutions

It did not take long for the problems 
with Bitcoin to become apparent. For 
example, because users are allowed to 
mask their identity with pseudonyms, 
the currency is perfect for screening 
criminal activity. That was behind the 
success of the online black market 
Silk Road, which the FBI shut down in 
2013; its founder was sentenced to life 
in prison in May this year. But Bitcoin 
also had a key role in funding the whis-
tle-blowing website WikiLeaks — an 
outcome that some would call benefi-
cial. It is difficult for society to work out 
a legal framework to differentiate be-
tween good and bad uses of this tech-

nology, says Arvind Narayanan, a com-
puter scientist at Princeton University 
in New Jersey. “How do you regulate 
around Bitcoin without banning the 
technology itself?” he asks.

Other issues surfaced with Bitcoin’s 
mining procedure. As the currency 
has gained value, for example, mining 
competition has become fiercer, with 
increasingly specialized computers 
solving the puzzles ever faster. Cour-
tois, who has found ways to streamline 
the puzzle-solving process2, says that 
at one point he was successfully earn-
ing $200 a day through mining. The 
rivalry has driven the establishment 
of large Bitcoin-mining centres in Ice-
land, where cooling for the computers 
is cheap. According to one estimate 
from 2014, Bitcoin miners collective-
ly consumed as much power as the 
whole of Ireland.

Working together

Intensified Bitcoin mining has also led 
individual miners to pool their com-
putational resources. Last year, the 
largest mining pool, GHash.IO, briefly 
exceeded 50% of total Bitcoin mining 
power — which is problematic be-
cause anyone who controls more than 
half of the mining power could start 
beating everyone else in the race to 
add blocks. This would effectively give 
them control of the transaction ledger 
and allow them to spend the same bit-
coins over and over again. This is not 
just a theoretical possibility. Success-
ful ‘51% attacks’ — efforts to dominate 
mining power — have already been 
mounted against smaller cryptocur-
rencies such as Terracoin and Coiled-
coin; the latter was so badly damaged 
that it ceased operation.

To reduce the threat from mining 
pools, some existing cryptocurrencies, 
such as Litecoin, use puzzles that call 
more on computer memory than on 
processing power — a shift that tends 
to make it more costly to build the 
kind of specialized computers that the 
pools favour. Another approach, de-
veloped by IC3 co-director Elaine Shi 
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and her collaborators, enlists a helpful 
kind of theft. “We are cryptographi-
cally ensuring that pool members can 
always steal the reward for themselves 
without being detected,” explains Shi. 
Their supposition is that miners would 
not trust each other enough to form 
into pools if their fellow pool members 
could easily waltz off with the rewards 
without sharing. They have built a pro-
totype of the algorithm, and are hop-
ing to see it tested in Bitcoin and other 
cryptocurrencies.

Another problem is the profligate 
amount of electricity used in Bitcoin 
mining. To reduce wastage, research-
ers including Shi and Juels have pro-
posed a currency called Permacoin. Its 
proof of work would require miners to 
create a distributed archive for valu-
able data such as medical records, or 
the output of a gene-sequencing cen-
tre. This would not save energy, but 
would at least put it to better use.

The security of cryptocurrencies is an-
other huge concern. The many thefts 
of bitcoins do not result from the 
block-chain structure, says Narayan-
an, but from Bitcoin’s use of standard 
digital-signature technology. In digital 
signatures, he explains, people have 
two numeric keys: a public one that 
they give to others as an address to 
send money to, and a private one that 
they use to approve transactions. But 
the security of that private key is only 
as good as the security of the machine 
that stores it, he says. “If somebody 
hacks your computer, for example, and 
steals your private keys, then essential-
ly all of your bitcoins are lost.”

Security is such a concern for con-
sumers that Narayanan thinks Bitcoin 
is unlikely to find widespread use. So 
his team is working on a better secu-
rity scheme that splits private keys 
across several different devices, such 
as an individual’s desktop computer 
and smartphone, and requires a cer-
tain proportion of the fragments to 
approve a payment. “Neither reveals 
their share of the key to each other,” 
says Narayanan. “If one machine gets 

hacked, you’re still OK because the 
hacker would need to hack the others 
to steal your private key. You’ll hope-
fully notice the hack happened before 
they have the chance.”

Other thefts have occurred because 
the private key needs to be combined 
with a random number to create a 
transaction signature. Some software 
— such as Bitcoin apps developed for 
Android smartphones — has gener-
ated random numbers improperly, 
making them easier to guess. This has 
allowed hackers to steal somewhere 
between several thousand and several 
million dollars’ worth of bitcoins, says 
Courtois, who has been investigat-
ing such vulnerabilities. “It’s embar-
rassing,” admits David Schwartz, chief 
cryptographer at cryptocurrency de-
veloper Ripple Labs in San Francisco, 
California. “We as an industry just seem 
to keep screwing up.”

Into the ether

The block chain is a remarkably power-
ful idea that could be applied to much 
more than just transaction records, 
says Gavin Wood, co-founder of Ethe-
reum and chief technology officer of 
its foundation. One use might be to 
develop computerized, self-enforcing 
contracts that make a payment au-
tomatically when a task is complete. 
Others might include voting systems, 
crowdfunding platforms, and even 
other cryptocurrencies. Wood says 
that Ethereum is best used in situ-
ations for which central control is a 
weakness — for example, when users 
do not necessarily trust one another. In 
2014, to make it easier to develop such 
applications, Wood and fellow pro-
grammer Vitalik Buterin devised a way 
to combine the block chain with a pro-
gramming language. Ethereum raised 
30,000 bitcoins through crowdfunding 
to commercialize this system.

To prevent the basic cryptography-re-
lated mistakes that have plagued Bit-
coin, Ethereum has recruited academic 
experts to audit its protocol. Shi and 
Juels are looking for ways that Ethere-

um could be abused by criminals“The 
technology itself is morally neutral, 
but we should figure out how to shape 
it so that it can support policies de-
signed to limit the amount of harm it 
can do,” says Juels.

Like Bitcoin, Ethereum is not under 
anyone’s direct control, so it oper-
ates outside national laws, says Wood. 
However, he adds that technologies 
such as music taping and the Inter-
net were also considered extralegal at 
first, and seemed threatening to the 
status quo. How Bitcoin, Ethereum and 
their successors sit legally is therefore 
“something that, as a culture and so-
ciety, we’re going to have to come to-
gether to deal with”, he says.

Juels suspects that Bitcoin, at least, will 
not last as an independent, decentral-
ized entity. He points out how music 
streaming has moved from the de-
centralized model of peer-to-peer file-
sharing service Napster to commercial 
operations such as Spotify and Apple 
Music. “One could imagine a similar 
trajectory for cryptocurrencies: when 
banks see they’re successful, they’ll 
want to create their own,” he says.

Courtois disagrees. He calls Bitcoin 
“the Microsoft of cryptocurrency”, and 
maintains that its size and dominance 
mean that it is here to stay. As soon as 
any new innovations come along, he 
suggests, Bitcoin can adopt them and 
retain its leading position.

Whatever the future holds for Bitcoin, 
Narayanan emphasizes that the com-
munity of developers and academics 
behind it is unique. “It’s a remarkable 
body of knowledge, and we’re going 
to be teaching this in computer sci-
ence classes in 20 years, I’m certain of 
that.”

Source: Nature
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Nonbanks are the new kids on the 
block in banking services. They are the 
younger, more agile, more tech-savvy 
kid brother to the aging, slow-moving 
traditional banks.

The critical difference between banks 
and nonbanks is that banks engage in 
lending and depositing services while 
nonbanks only engage 
in lending services be-
cause they are forbid-
den from engaging in 
depositing services. 
As a result, nonbanks 
aren’t required to be 
licensed as banks and 
are thus freed from the 
full barrage of regula-
tory regulations that 
traditional banks must 
follow.

The degree of regula-
tion that banks must 
abide by makes it very 
difficult for them to 
adapt to new technolo-
gies and processes. 
And this makes it dif-
ficult for them to meet 
emerging customer 
demands. In contrast, 
nonbanks can very eas-
ily adapt to changing 
consumer need and embrace new in-
novations. As a result, nonbanks are 
ahead of the curve when it comes to 
bringing new services to customers.

This is having a positive effect on 
banks, too. By partnering with non-
banks, banks are able to offer these 
new services to their customers with-
out changing their operating environ-

ment or jumping through red tape.

Here are three main ways that non-
banks are changing the banking sec-
tor:

1. Innovative Payment Services

As technology continues to advance, 

customers are demanding services 
that make banking easier and faster. 
New digital payment innovations in-
clude methods to increase transaction 
speed and make it easier for consum-
ers and retailers to conduct business. 
And there are innovations that are 
coming out that could transform a 30 
minute shopping task into one that 
takes only a couple of seconds to com-

plete.

For example, Near Field Communica-
tions is pioneering exciting new pay-
ment processing, including the inser-
tion of a microchip in a credit or debit 
card to communicate with a payment 
terminal without inserting it into the 
device so that customers can com-

plete a transaction in 
less than a second by 
waving their cards over 
a pad.

Square Inc. produces 
software and devices 
that allow individu-
als to accept debit 
card payments using a 
smartphone or tablet. 
It makes it much easier 
for virtually anyone to 
perform face to face 
transactions, in the 
same way that PayPal 
makes it easier to per-
form online transac-
tions.

Dwolla is a company of-
fering online payment 
services for individuals 
and companies. It’s a 
similar concept to Pay-
Pal, but with a couple 

of important differences. Firstly, trans-
fers go directly to the customer’s bank 
account – they aren’t held by the com-
pany until the client requests them. 
Secondly, they don’t charge fees for 
transactions of up to $5,000 for indi-
viduals, and $10,000 for organizations.

Peri is an extremely innovative prod-
uct that combines the functions of a 

Nonbanks:
Changing The Rules Of Digital Banking
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payment gateway with advanced im-
age and audio recognition software, 
to enable users to quickly buy the 
things they see and hear in print, TV 
and on the radio. A customer would 
be able to use their smartphone to 

take a picture of a product in a maga-
zine article or print ad. Peri will then 
recognize the item, and provide the 
user with a description and price, and 
a “buy now” button.

The caveat is that while there is a 
strong demand for all of these ser-
vices, because these services are new, 
banks can’t jump on the bandwagon 
automatically. They are restrained by 
central banks and policy makers, who 
are still working to wrap their heads 
around the implications and issues 
surrounding these technologies.

2. Customer-Centric Service Provi-
sion – Tapping into Unmet Demand

Banks have access to huge quanti-
ties of data, which reveal patterns 
and trends concerning user behav-
ior and needs. Predictive analytics 
applications can take these pattern 
and trends and predict how custom-
ers will behave in the future. One of 
these trends is digital banking service 
provision so that that customers can 
conduct basic banking services any-

time, anywhere. Today’s customers 
demand more – they want services 
through multiple channels, whether 
it’s through the web, on their phone or 
at the ATM. Over the decades, we have 
seen steady progress in this direction, 

with banks offering telephone bank-
ing services, and slowly embracing 
the Internet. Nonbanks are now work-
ing on mobile banking services, which 
are positioned to be the next frontier 
in banking.

3. The Movement to the Cloud

Regulatory requirements and the 
need for transparency to auditors 
keep banks trapped in an outdated, 
on-site IT model. This increases the 
cost of scaling, as they must invest 
in considerable hardware and staff in 
order to expand their resources. Soft-
ware development is often performed 
in-house and is slow.

On the other hand, nonbanks are 
moving to SaaS and cloud software 
options, which provide a number of 
substantial advantages: SaaS offers 
huge benefits, largely through econo-
mies of scale. Because the software is 
remotely hosted, economies of scale 
allow the developer to increase the 
size of the infrastructure, increasing 
redundancy and allowing for rapid 

scalability. In fact, with cloud comput-
ing services such as Microsoft Azure 
or Amazon Elastic Compute Cloud, it’s 
possible for these developers to rap-
idly scale up as their clients’ needs ex-
pand. This model allows clients to pay 
only for the resources they require, 
making it possible to scale up and 
down fluidly.

Because the SaaS platform is an open 
software platform, SaaS develop-
ers are continuously improving the 
platform by adding new features and 
fixing bugs. The faster development 
cycle means that clients are able to re-
spond to changing market demands 
much more quickly. And all clients are 
always running the latest version of 
the software. With more clients using 
the same software, faults are discov-
ered and fixed much faster than with 
bespoke software. This makes SaaS 
platforms generally more stable.

Conclusion

With fewer restrictions and greater 
freedom to embrace disruptive inno-
vations, nonbanks are able to meet 
customer demands quickly. As a 
smaller organization with a more fo-
cused offering, they can concentrate 
on their core competencies to provide 
a better service.

This is good news for customers and 
businesses, and in some cases for 
banks, too. For smart banks, partner-
ing with nonbanks offers a way to 
provide in-demand services despite 
restrictions which would otherwise 
impede their efforts.

Source: Cloud Tweaks
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security

New credit cards aim to take a chip out of 
fraud

oped countries, that provides great-
er protection against fraud.

Beyond the expense — $100 million 
for 1,799-store Target Corp.; more 
than $100,000 for Steinhafels Inc., 
with its 18 furniture and mattress 
stores — some retailers are facing 
delays getting needed certifications 
of their chip-reading hardware and 
software.

And many are peeved that card-issu-
ing banks are for the most part not 
taking a step that retailers say would 
further boost security.

“It’s very messy for the retailers,” said 
Avivah Litan, a security analyst with 

the technology research and advisory firm Gartner Inc.

Spurred by data breaches such as those that exposed the 
personal information of tens of millions of shoppers at Tar-
get and Home Depot, credit card-issuing banks have pushed 
retailers to adapt to chip cards.

Big difference in cards

The cards contain a computer chip — a small, metallic square 
on the front. Each time the card is used, the chip generates a 
unique transaction code.

Hackers could still steal the information from a purchase, but 
the data would be useless to them because they wouldn’t 
have the card itself and its capacity to produce another 
transaction code.

That’s a big difference from cards that use the familiar mag-
netic stripe. The information embedded there never chang-
es, and hackers who steal the data can use it to create coun-
terfeit cards and make further purchases.

“They can make a fake mag stripe card; they can’t make a 
fake chip card,” said Jamie Topolski, director of alternative 
payment strategies at Brookfield-based Fiserv Inc. and an ex-
pert on the technology.

Pushing a cart through the parking lot at the Target store in 
Brookfield as almost-8-month-old Claire gurgled in the child 
seat, Kate Kelly offered an on-the-ground consumer per-
spective on the new generation of credit cards.

The Elm Grove woman had just finished some noon-hour 
shopping using a “chip card,” and if she wasn’t as delighted 
with it as Claire was with her toy giraffe close at hand, Kelly, 
overall, was pleased.

Yes, it had been a little hard at first to remember to insert the 
card at the register rather than swipe it through the slot, but 
that’s a trifle compared with the extra security the chip card 
provides.

“I’m happy to use it,” Kelly said. “...Happy to have it be more 
secure.”

For most shoppers, that’s likely to be the story as the United 
States migrates to chip cards — a new routine to get used to, 
a few extra seconds at the register, a minor inconvenience 
at most.

For retailers, it’s not so simple, or cheap.

Merchants across the U.S. collectively are spending billions 
to upgrade to a system, already widespread in other devel-
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hafel, director of information technology for the company.

At best, he said, the firm faces a wait of a couple months. For 
some companies, Litan said, it could take nearly a year.

PIN vs. signature

Another concern: the method being used to verify purchas-
es with chip cards.

Banks decided some time back to continue with signature 
verification. Retailers don’t like that. They want the banks to 
require card users to enter a PIN number as they do in Eu-
rope. They say that step, unlike signature verification, pro-
vides secure protection not only against hacking but also 
when a card is lost or stolen.

“We’re really disappointed that card issuers, as we’re making 
this huge upgrade, did not go the extra mile,” said Liz Garner, 
vice president of the Merchant Advisory Group. “We’re get-
ting kind of a half-baked solution in the States.”

“No bank out there lets me get money out of my ATM with-
out using a PIN,” Garner added. “And we’re just asking for the 
same courtesy.”

Jason Brewer, spokesman for the Retail Industry Leaders As-
sociation, voiced similar frustration.

“Chip-and-PIN has been proven around the world to be the 
most secure form of transaction, and it sort of boggles the 
mind that in this country we would roll out a less secure 
standard,” he said.

These aren’t obscure advocacy groups. Between the two, 
they count among the members 23 of the 25 biggest retail-
ers in America, including Walmart, Target, Home Depot, Wal-
greens, Best Buy, Macy’s, Sears and Kohl’s.

Costing more money

So why haven’t the banks gone with chip-and-PIN?

Both Brewer and Garner said managing a PIN portfolio 
would cost banks more money. Garner also believes indi-
vidual banks fear that if they require PINs while competitors 
stick with the easier-to-use signature cards, the PIN card will 
end up getting buried in consumers’ wallets.

Doug Johnson, an executive with the American Bankers As-
sociation, said lost or stolen cards represent a small share of 
overall fraud, and banks, not merchants, will continue to ab-
sorb those costs.

So the retailers’ complaints are “a little bit of a head scratch-
er,” said Johnson, the association’s senior vice president for 

“So stealing that type of information is much less attractive 
to criminals because there are so few ways that they can use 
it.”

This year, losses in the U.S. to credit card counterfeiters will 
total $3.6 billion, up from $2.1 billion in 2012, the Aite Group, 
a financial services research firm, estimates.

Armed with what are known in the industry as EMV chips 
(short for Europay, MasterCard, Visa — the firms that created 
the standard already used in Europe, Canada and Australia) 
the new cards should greatly reduce those losses over time.

“The EMV chip is the gold standard and has not been thwart-
ed,” said Topolski, who serves on the steering committee of 
a cross-industry group helping shepherd adoption of the 
technology in the U.S. “It’s really been extremely effective.”

It will take a few years for chip cards to become ubiquitous. 
They’ve been issued to 38% of U.S. credit card holders, Fiserv 
estimates.

But retailers face a note of urgency in the transition. Until 
now, losses stemming from counterfeit credit cards gener-
ally have been absorbed by the issuing banks or payment 
processors. As of Oct. 1, retailers that haven’t switched to 
systems that use the more-secure chip cards may be liable.

“Frankly, your hands are kind of tied,” said Richard Kessler, 
president of Kesslers Diamonds. “Either you do it or you’re 
taking all the responsibility.”

Kesslers, which operates six stores in Wisconsin and soon 
will open a seventh, in Michigan, installed chip-card capacity 
about six weeks ago.

Target began converting its stores last summer and finished 
in mid-August. Wal-Mart Stores Inc. has been accepting chip 
cards across its more than 4,600 U.S. stores since November, 
a spokeswoman said. Walgreen Co. said Tuesday that it had 
begun accepting the cards chainwide.

Menomonee Falls-based Kohl’s Corp. has the necessary de-
vices in all of its 1,166 department stores but is still testing 
the system, Jen Johnson, vice president of corporate com-
munications, said Friday by email.

“When our testing is successfully completed, we will activate 
in all Kohl’s stores,” she said.

Steinhafels, meanwhile, is among retailers that find them-
selves queued up to get their card-reading systems certified 
before they can go live.

“That’s actually the biggest bottleneck,” said Andrew Stein-
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Will Fraud Spur Chip Adoption?

That sounds good, but it’s a victory in a battle, not the war.

As chip card use spreads and Target / Home Depot-style 
hacking becomes more and more futile, fraud is expected 
to migrate increasingly to Internet-based commerce. In 
fact, Aite Group projects that credit card fraud connected to 
transactions where a card is not physically present will more 
than double by 2018, to $6.4 billion.

“Criminals will always try to find another way to steal,” Topol-
ski said. At the same time, he said, online retailers are becom-
ing more savvy and are taking measures to reduce fraud.

“Certainly you can expect an escalation in tactics and coun-
tertactics,” Topolski said.

Source: Journal Sentinel

Stephen Orfei, general manager of the PCI Security Stan-
dards Council, pointed out in an inteview I conducted with 
him this week that most big-box retailers, such as Walmart 
and Target, have made the shift. And because they account 
for most of the payment transaction volume in the U.S., we 
really are further along that we appear to be.

payments and cybersecurity policy.

“At the end of the day it’s the chip that creates the much 
greater level of security,” he said. “And to put a PIN in place 
which creates additional inconvenience and only deals with 
a small fraction of the fraud...just didn’t make a whole lot of 
economic sense.”

Compared with counterfeiting, lost-or-stolen-card crime “is 
really piecemeal,” Fiserv’s Topolski said. “It certainly can im-
pact any one individual, but there is no criminal who can get 
their hands on millions of wallets.”

Aite Group estimates U.S. fraud losses from lost or stolen 
cards this year at $800 million, vs. $3.6 billion for counter-
feiting. Aite expects lost-or-stolen-card losses to remain at 
about the same level through 2018, while counterfeiting 
losses should drop 50% as chips become more prevalent.

The Oct. 1 fraud liability shift date, designed to boost wide-
spread adoption of EMV chip cards and chip-ready point-of-
sale terminals, will take a while to achieve its intended im-
pact.

As a result of the shift, liability for fraudulent card-present 
magnetic transactions falls back onto merchants if they’re 
not equipped to accept EMV chip payments - that is, if the 
cardholder has a chip-enabled card that the merchant can’t 
accept.

No one seems to really know what percentage of U.S. con-
sumers actually have chip cards in their wallets right now, 
or how many merchants have upgraded their point-of-sale 
terminals to accept EMV chip cards (see EMV: Why U.S. Will 
Miss Oct. Deadline).

Visa estimates that as of Sept. 15, its issuers had distributed 
151.8 million chip cards the U.S. and more than 314,000 U.S. 
merchants had been equipped with chip-activated POS ter-
minals. Experts I’ve contacted tell me that between 60 and 
70 percent of U.S. credit cards are now chip-enabled. Only 
about 30 to 40 percent of debit cards have made the transi-
tion.

And only about 30 percent to 40 percent of POS terminals 
are EMV-enabled, experts estimate.

We all know it will be at 
least two to three years 

before the U.S. is anywhere 
close to being fully EMV 

compliant. But it will be in-
teresting to see how much 

of a motivator
the liability

shift proves to be.
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and acquirer services for Visa in Canada, said this week at 
Information Security Media Group’s Fraud Summit Toronto.

Jamieson said Canadian merchants that didn’t make Cana-
da’s October 2012 liability shift date were quickly motivated 
to make the EMV investment after chargebacks for fraudu-
lent transactions started hitting them. Others at the summit 
shared Jamieson’s view, and said that merchant adoption of 
EMV really kicked into high gear in Canada after the liability 
shift.
Poor Consumer Experience?

We’ll have a much clearer picture over the course of the next 
several weeks of the impact the liability shift is going to have 
on U.S.

Most U.S. merchants have been dragging their feet because 
they fear EMV will slow transactions, or that consumers will 
be confused. But I can tell you from my experience, neither 
fear is valid. As a consumer, I enjoyed using my chip card 
while in Toronto this week. And it was refreshing to know 
that my card was going to be accepted everywhere I went.

Transactions were not delayed; they were just handled dif-
ferently. I didn’t have to sign anything, because I conducted 
low-dollar transactions, so that actually helped speed up the 
purchasing process. I also didn’t have to enter a PIN.

What’s more, I never felt that my use of the chip card was 
causing a delay for those waiting behind me in line.

I was pleased, overall, with the experience. And I’m ready to 
use my chip card in the USA.

We all know it will be at least two to three years before the 
U.S. is anywhere close to being fully EMV compliant. But it 
will be interesting to see how much of a motivator the liabil-
ity shift proves to be.

Source: Bank Info Security

Orfei makes a good point. But having the ter-
minals chip-ready doesn’t do any good if the 
merchants don’t have the chip readers turned 
on.

One merchant I frequent on a regular basis - a 
family-owned drycleaner - is currently accept-
ing my chip card. My regional chain grocery 
store, Kroger, however, is not.

The terminals at Kroger are chip-enabled, but 
the feature won’t be turned on until the end of 
the month, my cashier tells me.

I was impressed the cashier had been informed 
about the EMV switch and was able to answer my question 
about when I could start using my chip card. But the fact that 
Kroger is waiting until the end of the month to turn on the 
EMV feature is disappointing.

I’ll be curious to see how many more of my regular merchant 
stops start accepting chip cards this week. I plan to go out 
and do a little testing, just to see.

I pinged a few sources on Oct. 1 to see what they thought 
about the shift.

Ben Knieff, a financial fraud analyst at the consultancy Aite, 
tells me: “Of two major retailers I’ve visited this morning, nei-
ther were quite ready, and only one had provided training to 
the front-line staff. I’m not surprised the smaller ones aren’t 
there yet - but the bigger ones, especially in New York City, 
with lots of tourists, leave me a little surprised.”

Julie Conroy, another fraud analyst at Aite, says the next 90 
days will be “the real wake-up call” for merchants that haven’t 
started accepting chip cards, because they will surely start to 
feel the impact of chargebacks linked to fraudulent transac-
tions.

But Avivah Litan, a fraud analyst at the consultancy Gartner 
who blogged about some of the challenges merchants face 
when it comes to EMV adoption, says she doesn’t think non-
compliant merchants will feel much impact.

“Considering the card-issuing fraud rates on card-present 
fraud are only about 7 to 10 basis points, I think we will only 
see a net increase of about 2 to 3 basis points in card-present 
fraud fall over to merchants over the next two to three years, 
given the expected EMV adoption rate,” she says. “Of course, 
that assumes that the card issuers keep their fraud-detection 
systems in place and don’t disable them when they don’t ab-
sorb liability on a transaction, which would be totally con-
troversial.”

That’s contrary to what Gord Jamieson, who heads up risk 
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Mobile payments data breaches 
expected to grow

dent of IP Architects. “ISACA members, who 
are some of the most cyber-aware profes-
sionals in the world, are using mobile pay-
ments while simultaneously identifying 
and contemplating their potential security 
risks. This shows that fear of identity theft 
or a data breach is not slowing down adop-
tion—and it shouldn’t—as long as risk is 
properly managed and effective and ap-
propriate security features are in place.”

The global mobile payment transaction 
market, including Apple Pay, Google Wal-
let, PayPal and Venmo, will be worth US 
$2.8 trillion by 2020, according to Future 
Market Insights.

Survey respondents ranked major vulner-
abilities associated with mobile payments:

1. Use of public WiFi (26%)
2. Lost or stolen devices (21%)
3. Phishing/shmishing (phishing at-
tacks via text messages) (18%)
4. Weak passwords (13%)

The most effective way to make mobile 
payments more secure is using two ways 
to authenticate their identity (66%), and 

requiring short-term authentication codes (18%). Less popu-
lar was installing phone-based security apps (9%).

“People using mobile payments need to educate themselves 
so they are making informed choices. You need to know your 
options, choose an acceptable level of risk, and put a value 
on your personal information,” said Christos Dimitriadis, 
Ph.D., international president of ISACA and group director 
of information security for INTRALOT. “Embrace and educate 
about new services and technologies.”

Source: Net Security

A survey of 900 cybersecurity experts shows an overwhelm-
ing majority (87%) expect an increase in mobile payment 
data breaches over the next 12 months, yet 42% have used 
this payment method in 2015.

ISACA suggests that cybersecurity professionals are willing 
to balance benefits with perceived security risks of mobile 
payments:

• Only 23% believe that mobile payments are secure in 
keeping personal information safe.

• Nearly half (47%) say mobile payments are not secure.
• At 89%, cash was deemed the most secure payment 

method, but only 9% prefer to use it.

Mobile payments represent the latest frontier for the choice 
we make to balance security and privacy risk and conve-
nience,” said John Pironti, risk advisor with ISACA and presi-
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cards

EMV sets the stage for a better 
payment future

Finally, the United States is switch-
ing from the old-fashioned swiping 
method for credit card transactions to 
the more secure chip-based system 
scheme dubbed EMV (for Europay, 
MasterCard, and Visa, which together 
originated the technology).
Subscribe to ITworld Today!

You could win a print copy of “Teach 
Yourself AngularJS, JavaScript, and 
jQuery.”
Read Now

The chip is harder to counterfeit, and 
unlike magnetic stripes, it can’t be 
easily read and duplicated, which is 
what credit-card counterfeiters have 
long done. In other countries, the chip 
is coupled with a PIN, so if someone 
steals the card, they can’t use it unless 
they also know your PIN -- a form of 
second-factor authentication U.S. deb-
it cards have long used, but not U.S. 
credit cards. However, U.S. banks are 
not requiring the use of PINs with chip 
cards; the old-fashioned, security-irrel-
evant signature will still be used here. 

The EMV secure payment technology 
has been ubiquitous in Europe and 
Canada for years, but it failed to gain 
traction in the United States because 
banks and merchants were reluctant 
to make the necessary changes. They 
not only had to change their card read-
ers but also their back-end systems to 
accommodate chip-based cards, and 
they decided the fraud cost was less 
than the switching costs.

However, the massive breach at Target 
in 2013 and resulting fears that crimi-
nals would flood the market with coun-

terfeit cards drove some of the mo-
mentum to switch to the EMV payment 
technology. Congress even threatened 
to act, and President Barack Obama 
mandated last fall that federal agen-
cies use EMV terminals, to spur indus-
try change.

But the switchover is not law or regula-
tion. It’s a decision that the credit card 
processors imposed on their member 
banks and the merchants who accept 
their cards. No actual penalty looms for 
merchants that didn’t finish deploying 
the new readers by the Oct. 1 deadline, 
nor for those with no plans to do so.

Chip-enabled credit and debit cards 
still have the magnetic stripe, so mer-
chants can continue to process pay-
ments the old-fashioned way. What’s 
changed is that businesses will be held 
fully liable for any fraud that occurs as a 
result of not being EMV-compliant. It’s 
a ticking time bomb for merchants that 
don’t switch. (Apple Pay and Android 
Pay transactions are even more secure 
than chip transactions, so merchants 
aren’t liable for fraud when using these 
payment systems.)

“This is a liability mandate,” said Prakash 
Santhana, a director at Deloitte’s Pay-
ments Integrity practice for Cyber Risk 
Services. If the criminal uses a coun-
terfeit card, the merchant will “eat the 
costs” arising from the fraud if it had 
not adopted EMV.

The new payment technology repre-
sents a significant security improve-
ment, but caveats remain. The man-
date applies to credit cards but not yet 
debit cards, and concessions -- namely, 

the lack of a required PIN -- were given 
to the U.S. consumer that make EMV 
payments less secure than in Canada 
or Europe. The upside is that EMV hard-
ware installed by merchants lay a foun-
dation for even more advanced pay-
ment methods in the future.

Most U.S. EMV card readers come with 
NFC radios for electronic payment sys-
tems like Apple Pay and Android Pay, 
but that radio technology is not part of 
the EMV specification. However, Apple 
timed Apple Pay’s debut well to take 
advantage of the reader switchover, 
and card reader makers put the nec-
essary radio technology in the new 
terminals they had to make to support 
the EMV chips. That also gave a boost 
to the little used Google Wallet, which 
predated Apple Pay by several years 
and whose revamped service is now 
called Android Pay.

Merchants: Switch or suffer the risk

There are three players in the payment 
card equation:

1. The card networks and proces-
sors that handle payments

2. The banks that issue cards to con-
sumers

3. The retailers and merchants who 
accept cards from consumers

The switchover to EMV required chang-
es across the board: The processors up-
dated their systems to process transac-
tions from EMV cards, the banks issued 
new chip-enabled cards to all their 
customers, and the retailers had to 
upgrade the card readers and point-of-
sale systems to accept the chip cards.  
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The liability is now spread between 
banks and merchants. If the criminal 
uses a cloned card at a merchant that 
has not switched to EMV, then the 
merchant is completely liable for all 
costs associated with the fraud. But if 
the card did not have a chip in the first 
place, then the bank that issued the 
card is liable.

“It’s a carrot/stick approach” to get all 
players EMV-compliant, said Deborah 
Baxley, a principal for the Cards & Pay-
ments practice at Capgemini Financial 
Services. There are plenty of “carrots” 
to upgrade sooner rather than later 
-- such as reducing liability and penal-
ties for retailers with a lot of terminals if 
they have updated the majority of their 
equipment.

The two exceptions to the EMV rule 
are gas station pumps and ATMs, 
which have two more years to upgrade 
their readers because the technology 
is much more complex than that of 
point-of-sale terminals. 
Private label cards, such 
as the cards issued by re-
tailers, are not included 
in this switchover. Debit 
cards have also been de-
layed for EMV, as the issu-
ers and card networks had 
to come up with a differ-
ent approach. The Dodd 
Frank Act requires debit 
cards to be able to work 
on two independent net-
works, which is counter to 
EMV, Baxley said. 

Addressing only one 
type of fraud

When the card networks got together 
in the mid-1990s, they were concerned 
with various kinds of payment fraud. 
The EMV standard emerged in order to 
address a specific type: “card not pres-
ent” fraud. This refers to criminals steal-
ing account and customer information 
stored on the cards’ magnetic stripes to 
create counterfeit or cloned cards. The 
three-digit code on credit cards was 

originally introduced to verify the per-
son actually had the card at the time of 
the transaction. 

Card-not-present fraud accounts for 
between 10 and 15 percent of overall 
fraud, estimated Gary McGraw, CTO of 
Cigital.

It’s fairly inexpensive to create counter-
feit cards with stolen data in the mag-
netic stripe; it’s much more expensive 
to try to do that with chips. Because the 
switchover is not complete, however, 
there’s still room for counterfeit fraud. 
If card data is stolen, that data can still 
be used to create cloned cards to with-
draw money from ATMs, Baxley said.

There are two ways to implement the 
EMV standard: chip-and-PIN and chip-
and-signature. Chip-and-PIN, used by 
most countries who’ve adopted EMV, 
requires users to dip the card through 
the reader and enter a secret code to 
verify the transaction. With chip-and-
signature, there is no change in user 

behavior except for the fact consumer 
dips the card instead of swiping, before 
signing for the transaction. The United 
States is the last of the G20 countries 
to adopt the EMV standard, and while 
most of the countries picked chip-and-
PIN, the United States and a handful 
of other countries opted for chip-and-
signature.

“For whatever reason, [they’ve] de-
cided the American public is too stu-

pid to do chip-and-PIN,” said McGraw. 
The switchover is a “baby step” toward 
making payments a little more secure, 
but “chip-and-PIN is way, way, way, bet-
ter for payment security.”

By going with chip-and-signature, the 
United States is addressing only the 
cloning problem. Consider physical 
theft. Under chip-and-PIN, a thief with 
a stolen -- and real -- card would not be 
able to use it without also knowing the 
secret code. With chip-and-signature, 
the thief in the possession of the sto-
len card could conceivably use a fake 
signature.

Additional controls needed

EMV will “take counterfeit fraud off 
the table,” said Stephen Orfei, general 
manager of Payment Card Industry 
(PCI) Security Standards Council (SSC). 
However, the PCI Council has empha-
sized repeatedly that EMV is not a sil-
ver bullet, and retailers and merchants 
need additional security controls, such 

as point-to-point encryp-
tion and tokenization, to 
secure cardholder data. 
Point-to-point encryption 
will ensure the informa-
tion read off the credit 
card is immediately en-
crypted and transferred 
via a secure tunnel to the 
point-of-sale system. This 
would make it harder for 
memory-scraping mal-
ware on infected PoS ter-
minals from harvesting 
card data.

EMV will also not address 
online fraud, skimming, or other types 
of identity theft, and experts predict 
criminals will switch more of their ef-
forts online. Stolen card numbers could 
still be used to buy things online, and 
there will be more examples of ACH 
fraud, check fraud, and account take-
overs, Santhana said.

If fraud is a large pie, the slice repre-
senting the face-to-face counterfeit 
card problem will shrink, but the online 
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Why retailers are frustrated with the 
new credit card system

fraud slice will get bigger. The fraud pie 
isn’t going to get any smaller because 
of EMV.

“Once you seal off one vector, attack-
ers switch to a different one,” Santhana 
said.

An expensive decision to not switch

Replacing hardware and software 
throughout the country to be EMV-
ready was a massive undertaking, and 
it was not cheap. McGraw estimated 
billions of dollars in costs. Retailers 
who’ve already been burned by data 
breaches and fraud-prone organiza-
tions were already on track to switch. 
Walmart switched over more than a 
year ago, for example.

In the years before Target, telling all the 
merchants they have to go out and buy 
new systems was a hard argument to 
make, McGraw said. In that sense, the 
retail breaches had a silver lining, as 
it motivated banks and merchants to 
make that shift.

Banks and credit unions have started 
sending out new chip-enabled cards. If 
you haven’t received new ones yet, you 
should soon.

The cards look pretty much the same 
as your old ones but are embedded 
with a chip known as EMV – for Eu-
ropay, MasterCard and Visa, the com-
panies that established the new stan-
dard. The idea is to make things harder 
on data thieves, and any retailer that 
hadn’t switched to systems capable of 
accepting the new cards by last Thurs-
day became suddenly liable for any 

The smallest businesses may not be 
as motivated to switch because the 
transaction amounts they would have 
to absorb are much smaller. In the 
case of businesses like dry cleaners, 
the customer has to come back, mak-
ing a fraudulent transaction less likely, 
Santhana noted. It’s the midsized and 
large retailers who will not be able to 
absorb the costs of fraud or weather 
the reputational damage caused by a 
major fraud incident, Baxley said.

“It’s like buying insurance. Some won’t 
buy, and the smart ones do,” McGraw 
said.

For the retailer, this was strictly a hard-
ware change as they needed to invest 
in new card readers and point-of-sale 
systems, but there were associated 
costs, such as training employees on 
how to use the new systems. Part of 
the delay in the EMV rollout was also a 
resource issue: Merchants had to wait 
until their banks and their payment 
gateway/processors had been certified 

fraud that occurs on chip-enabled card 
transactions.

Here’s the problem, say Portland-area 
retailers: They paid to upgrade their 
systems by the October 1 deadline, 
but others involved in the changeover 
didn’t move with the same sense of ur-
gency. Consequently, many Americans 
have yet to receive their new cards, 
retailers face lengthy waits to certify 
equipment and service providers are 
slow in enabling the technology.

What’s more, while retailers are urged 

to use EMV, before they could deploy 
the hardware and test to ensure the 
new systems were working.

For merchants still on the fence, there’s 
another “carrot” to make the work 
worthwhile: future-proofing to accept 
more modern payment methods, such 
as contactless payments.

For merchants who’ve wanted to take 
advantage of Google Wallet or Apple 
Pay, upgrading to EMV would address 
that change at the same time.

The switchover may have been a little 
rough, but it positions retailers to take 
advantage of the new changes loom-
ing. As people get used to chip-en-
abled cards, contactless payments, and 
even biometrics to pay for things, fu-
ture upgrades and enhancements will 
be less disruptive, thanks to EMV. “May-
be by 2018, we can get smart enough 
to use the PIN,” adds McGraw.

Source: IT World

to install chip-reading terminals that 
allow users to enter PINs (an added 
layer of protection against fraud), few 
of the cards being sent to consumers 
right now come with PINs.

Glen LaFollette, office manager of Mink 
boutique on Southeast Portland’s Haw-
thorne Boulevard, said he spent $700 
last summer to upgrade his point-of-
sale system, but the new card reader 
they received won’t yet process chips 
on the new cards.

“We upgraded but now we’re waiting 
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on them,” he said of Intuit, Mink’s mer-
chant service provider (these providers 
help process payments). “If someone 
tried to use an EMV card right now, it 
wouldn’t go through.”

LaFollette said Intuit assures him it will 
assume any fraud liability until the card 
reader is fully operational.

“There was so much hype around Octo-
ber 1, but then they’re not even ready,” 
he said. “But as long as we’re not on the 
hook, we’re not worried.”

Over at 2nd Avenue Records in down-
town Portland, manager Cathy Hagen 
said she also spent about $700 to up-
grade the store’s payment terminal.

Hagen said she seen a steady rise in 
the number of customers using chip-
enabled cards. She and her employees 
often find themselves teaching their 
customers how to use the new termi-
nals, she said. She’s noticed transac-
tions with the new cards can take a bit 
longer.

“Change is frequently a little bit of a 
hassle,” she said. “This isn’t the first 
terminal we’ve had to purchase, but 
hopefully it’s the last.”

But some retail groups are concerned 
the chip card system is half-baked, re-
gardless, because it won’t stop online 
fraud or transactions with lost or stolen 
cards.

“Anyone can pick that card up and still 
use it to run a fraudulent transaction,” 
said Liz Garner, vice president of the 
Minneapolis-based Merchant Advisory 
Group. “We’re not PIN or password pro-
tecting these products. Which really 
makes no sense.”

What irks retailers is that the credit card 
issuers who required them to install 
chip-and-PIN card readers are, for the 
most part, refusing to send out chip-
and-PIN cards themselves.

“Banks are saying it’s a big enough 
change in the way that cards are being 

used already, and didn’t want to add 
the extra burden,” said Matt Schulz, 
senior analyst for CreditCards.com. 
The alternative is to simply require a 
signature with the cards, but Schulz 
believes the PIN would have provided 
more security and been fairly easy for 
consumers.

“The reality is that people remember 
lots of PINs: on their phones, their debit 
cards, it wouldn’t have been that hard,” 
he said.

And while banks hope to roll out chip-
and-pin cards en masse in the next few 
years, retailers would rather they make 
all the changes at once and roll them 
out now.

Mallory Duncan, senior vice president 
of the National Retail Federation, said 
it makes more sense to re-train card 
users a single time, rather than doing 
it repeatedly. Duncan estimated it will 
cost U.S. merchants (any company that 
takes consumer credit cards) from $30 

billion to $35 billion to install the new 
card readers.

“It makes no sense to put in the state-
of-the-art technology with 1980s cards 
to go along with it,” he said, referring to 
cards that require signatures only.

Duncan said the EMV technology 
would not have prevented recent data 
breaches.

“Chip-and-signature [cards] would not 
have solved the Target breach,” he said. 
“We need something better.”

In search of better security, Duncan 
said retailers like Target are adding 
their own additional layers of security 
to their payment terminals, installing 
encryption or tokenization (a process 
that replaces sensitive information 
with a randomly generated unique to-
ken or symbol) technology to further 
protect customers’ credit card informa-
tion.
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Ready or not, it’s credit card chip and 
dip time: What you need to know

But even without added security mea-
sures, Schulz said the EMV technology 
will make hackers think twice about 
going after data from retailers’ physical 
terminals, because much of the infor-
mation will be unusable going forward.

“If there’s less valuable information, 
there’s less incentive to attack a retailer 
like that,” he said.

If so, retailers say they expect hackers 
to target more online purchases in-
stead.

Thursday marks a milestone in the ef-
fort to shift the U.S. to the use of micro-
chip-embedded credit cards, a more 
secure alternative to traditional cards 
that require the swipe of a magnetic 
stripe.

But not to worry if your new chip-en-
abled card has yet to arrive in the mail. 
The October deadline is more a call to 
action for retailers than a cutoff, elec-
tronic payment experts say.

“That’s the date by which if a merchant 
doesn’t have a chip terminal, and a 
counterfeit card is used at that loca-
tion, they may be liable for that fraud 
on that transaction,’’ says Stephanie 
Ericksen, vice president risk products, 
for Visa. But “we know, based on ex-
perience in other countries, it takes 
several years to get to critical mass. So 
we’re seeing Oct. 1 as more of a kick-
off toward increasing the momentum 
toward chip. People will still be able to 
use their (cards with) magnetic stripes.’’

Chip, or “EMV,’’ cards are more secure 
than those with just a magnetic stripe 

“It doesn’t get at online fraud at all,” 
Schulz said. “Because there aren’t any 
chip readers online. We’re not going 
to have credit card readers attached to 
our computers.”

Online sales are a particularly easy 
target for hackers because of a lack of 
multiple authentication points, he said. 
But retailers are unlikely to add more 
security because it would add time to 
the checkout process and send some 
customers away in frustration.

Despite all the shortcomings, retailers 

because they produce a unique code 
for each transaction, making them 
harder to counterfeit and preventing 
the card from being used for future 
fraudulent purchases.

A huge job to switch

The electronic payment industry has 
long called for adoption of such tech-
nology, but a series of high-profile data 
breaches at companies such as Target 
have underscored the need for more 
consumer protections.

Still, getting tens of millions of new 
cards in the hands of consumers, and 
then making sure millions of mer-
chants can process them is a mam-
moth undertaking. Ericksen says that 
for nations like Australia, Brazil and 
Canada, it took two to three years to 
get to the point that more than 60% 
to 70% of the transaction volume was 
being made with chip cards, and four 
to five years to bump that up to more 
than 90%. “The U.S. is a much larger 
market,’’ she says.

and retail advocacy groups genearlly 
agree that the transition to EMV tech-
nology is a step in the right direction – 
even if it’s a small, slow step. Payment 
card fraud is worth more than $14 bil-
lion a year, about half of which occurs 
in the United States.

“Chip technology is definitely not an 
end-all, be-all sort of thing,” Schulz said. 
“It’s another tool in the toolbox.”

Source: IT World

The Strawhecker Group (TSG), a man-
agement consulting company for the 
payments industry, found in a recent 
survey that just 27% of merchants in 
the U.S. will be able to process chip-
enabled cards by Oct. 1, down from the 
34% that was predicted in March.

“EMV adoption has been slower rela-
tive to other countries due to the num-
ber of moving parts involved in mak-
ing this transition,’’ Mike Strawhecker, 
principal at TSG, said in an emailed 
statement. “For example, there are 
thousands of banks that need to issue 
new cards to millions of consumers, 
millions of merchants that need to get 
their technology upgraded and staffs 
trained, as well as thousands of tech-
nology providers making changes to 
their infrastructures and offerings.”

Retailers are not happy

But Mallory Duncan, general counsel 
and senior vice president of the Na-
tional Retail Federation, says that many 
of the group’s members are “disap-
pointed’’ that they are being required 
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to spend what will amount to a cumu-
lative $30 billion to $35 billion on the 
implementation of new chip readers, 
though banks and card companies 
generally have opted for the less-se-
cure option of chip cards that require a 
signature, rather than a pin. In the U.S., 
many of the new chip-enabled credit 
cards require a signature only, and not 
a PIN.

“We’re a little bit between a rock and a 
hard place,’’ Duncan says of the Oct. 1 
liability shift. “We’re taking a baby step 
in order for the banks to save money, 
so that’s the concern. ... If you’re really 
serious about reducing fraud, we’ve 
known for years that pins greatly re-
duce fraud.’’

Many retailers are instead implement-
ing other systems that they feel will 
be more effective in blocking hack-
ing. “They will install the chip-reading 
equipment,’’ Duncan says, “but it’s less 
of a priority.’’

Still, Ericksen says there’s been a great 
deal of progress. “We’re very encour-
aged by what we’re seeing so far,’’ she 
says. “We’re exactly where we expected 
to be. ... It’s a lot of infrastructure to up-
grade.’’

As of Sept 15, more than 314,000 mer-

chant locations in the U.S. were en-
abled to process chip cards, vs. 55,000 
as of last September, Ericksen said in a 
briefing on the eve of the liability shift. 
Visa has also dramatically increased the 
number of chip-enabled cards that it 
has in the market, going from roughly 
20 million at the end of August 2014, 
to 151.8 million as of mid-September. 
That represents roughly 21% of all Visa 
credit and debit cards in the U.S.

Also, the Payments Security Task Force 
says that roughly 60% of all cards from 
top issuers will be converted to chip 
by the end of this year, going to 98% 
by the end of 2017. Meanwhile, 40% of 
terminals are expected to be chip en-
abled by the end of 2015, according to 
the task force.

Effect on consumers

As chip cards, and retailers that can ac-
cept them, become ubiquitous, con-
sumers will need to get used to chang-
es at the cash register.

“I think there will be a learning curve for 
consumers ... because it’s a big change 
in using something that we’ve been 
using the same way for decades,’’ says 
Matt Schulz, senior industry analyst for 
CreditCards.com. “It’s not hard. It’s just 
different. ... Instead of swiping the card, 

you insert the card into the terminal 
and the card stays in there while you 
complete the transaction, whether it’s 
signing or entering in a pin. And when 
the transaction is done, you take the 
card out of the terminal and go about 
your business.’’

That change, Schulz says, is of concern 
to some retailers. “Confusion about the 
use of the new cards is going to make 
lines longer during the holiday shop-
ping season because the customer 
might be confused about how it works,’’ 
he says of what some merchants fear. 
“The employee at the checkout coun-
ter might be confused. And you add it 
all up and you could end up with some 
frustrated customers.’’

Big retailers lead the way

Big retailers have been on the leading 
edge of the transition. Walmart, for 
instance, was able to accept chip-en-
abled cards at all of its locations as of 
Nov. 1, 2014.

“We’ve been a leader in pushing for 
payments that offer more security ... 
and EMV technology does that,’’ says 
Walmart spokesman Randy Hargrove.

But among smaller businesses, there’s 
more urgency for certain retailers, like 
jewelry shops, to have updated their 
technology in time for the October li-
ability shift, than, say, a neighborhood 
deli that has low-value transactions 
and repeat customers.

“We want all merchants to move to 
EMV as quickly as possible because it 
adds to security ... but most card fraud 
occurs at electronic stores, (and) high-
end luxury retailers where criminals 
want to use counterfeit cards,’’ Ericksen 
says. “If you’re a local coffee shop or nail 
salon, that’s not typically the place we 
see a lot of counterfeit fraud.’

Source: USA Today
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